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VINCI Chip — High-Speed Data Encryption /

Decryption Unit

Description

The Vinag Chip is a programmable data
encryption/decryption unit designed to encrypt and
decrypt 64-bit blocks of data using the International
Data Encryption Algorithm (Ipga™) by Lai and
Massey [1, 2]. The Vincr Chip operates on 64-bit data
blocks using a set of encryption subkeys which are
internally generated from a 128-bit user-specified key,

Features

& 177 Mbit/sec Data Conversion Rate (@ 25 Mhz Clock
Frequency)

e Implements Lai's and Massey’s Proposal for a New
International Data Encryption Standard

e Standard Encrypt and Encrypt Modes ECB, CBC, CFB,
QOFB, and MAC Available

Functional Description

Introduction

The Ippa™ algorithm is a block cipher, i.e., it is applied
to encrypt or decrypt 64-bit data blocks. The cipher
contains a structure (called round) which is replicated
eight times to achieve the desired statistical properties
of the cipher texte. As the cipher has the property of
similarity!, an output transformation step is necessary
after the eight computational rounds.

Figure 1.  Encrypter (left) and decrypter (right)
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to produce 64-bit cipher words. The operation is
reversible : provided that decryption is programmed
and the cipher string is input, the original plaintext
string is produced. The completed ciphering process is
performed on-chip; no intermediate results are
stored off-chip. However, the 128-bit key is
user-defined and may be changed.

® Fast Encrypt and Decrypt Modes ECBS, CBCS, CFBS,
and OFBS§ Available
e Complies Fully to Security Standards

The core of the Vincp Chip is the encryption/
decryption unit shown in Fig. 1. It contains of an
eight-stage pipelined implementation of one round.
The required output transform can be included in an
additional round while bypassins some arithmetic
operations.

¢ IDEA
eight-stage pipeline

E

1. The property of similarity results in identical hardware for the encrypter and the decrypter, respectively.
Ipga is a trademark of ASCOM and a joint development of ASCOM/ETHZ.
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The implications of a eight-stage pipelined For single block conversion the number of pipeline
conversion? unit with nine rounds (in which the output  stages does not influence the throughput. It is
transform is included) working is included) workingon  decreased by the factor eight, resulting in
64-bit data blocks are as follows : T = 0.889 bit . fryek-

Latency : Consider a completely filled pipelined : At  Fig. 1 shows the block diagram of the conversion unit
starting time, eight data blocks must be available which is called Ipga eight-stage pipeline. Since
which are read in eight clock cycles. These eight data  encryption and decryption are basically the same
blocks are the converted during nine rounds. The first  procedure depending only on the key applied to the

data block will therefore be available after f;,, = conversion hardware, the two blocks are identical. m
72 . teycle, Where teycle denotes the clock cycle time. stands for plaintext (the message to encrypt), ¢ for
tLat is called latency time or just latency. ciphertext (encrypted data), k for the encryption key,

=1 crypti
In case of a single block conversion, only one data and k=" for the de tion key.

block is needed at the beginning of the conversion.

The latency, however, is the same as fro the case of a  Fyndamentals on modes of operation
completely filled pipeline.

Throughput : Since one data block has a word length The Viner Chip implements the following five
of 64 bits, the throughput s : standard modes of operations [5] :

7= 864 bit _ 5 pa fe 1. ECB : Electronic Code Book mode (Fig. 2). in this
89t JClock mode conversion is straightforward since there is no
where forcx denotes the clock frequency. data feedback.

Figure 2. ECB Mode
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2. CBC: Cipher Block Chaining mode (Fig. 3). For XOR operation. An initialization vector IV is
encryption, converted data is fed back and required to be combined with the first block to
combined with the next cleartext block by bitwise encrypt.

Figure 3. CBC Mode
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For decryption the ciphertext is fed forward and  Data buffers are required for data synchronization.
combined with the next decrypted data block by  An 8x 64-bit register is necessary for encryption,
bitwise XOR opcration. The initialization vector IVis  whereas two such registers are needed for decryption.
required again for correct handling of the first block to

decrypt.

2. Conversion means encryplion or decryption.
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3. CFB: Cipher Feedback mode (Fig. 4). The cipher
acts as pseudo-random generator with initial value
IV which depends on the ciphertext ¢. Note that for
decryption the encryption key is required.

4, OFB : Output Feedback mode (Fig. 5). The cipher
acts as pseudo-random generator which depends

Figure 4. CFB Mode
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only on the initial value IV. Note again that for
decryption the encryption key is required.

§. MAC : Message Authentication Code. This mode is
identical to CBC encryption mode, where only the
last s blocks of the whole encryption are of
interest [6).
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Figure 5. OFB Mode
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All modes with internal feedback/feedforward To face this decrease in processing speed, a new

structure, i.e., CBC, CFB, OFB, and MAC, cannot
exploit the pipeline, since a converted block is
combined with the immediately following. Consider
for example the CBC mode depicted in Fig. 6. The
first block to convert will not be combined with the
second until it passed nine times through the
eight-stage pipeline. The throughput therefore is

being reducedto 7' = - Sy NP Jewoer = 0.889 - fri

9-8

scheme is proposed and has been implemented in the
Vincr Chip. Consider Fig. 6 again. If the first block
will be combined with the ninth, the second with the
tenth, the /-th (/ + 8)-th, maximum throughput can be
achieved. Compared to the standard scheme,
however, eight different and independent “chains”
are generated as depicted in Fig. 7. The new mode is
called CBC8. Consequently, the standard scheme is
called CBC1.
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Figure 6. Encryption in CBC mode
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Figure 7. Dependencies in the proposed feedback/feedforward modes
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Implemented modes of operations

The Vincr Chip supports the following modes of

operations :

— Electronic Code Book mode : ECBS encryption,
ECBS8 decryption, ECB1 encryption and ECB1
decryption.

— Cipher Block Chaining mode : CBC8 encryption,
CBC8 decryption, CBC1 encryption and CBCl
decryption.

— Cipher Feedback mode : CFB8 encryption, CFB8
decryption, CFB1 encryption and CFBI1

decryption.

Output Feedback mode: OFB8 encryption/
decryption and OFBI1 encryption/decryption. In
contrast to the classical OFB scheme this mode is
used as “key stream generator” only, i.., the
combination with the plaintext and ciphertext (the
grey colored part in Fig. 5), respectively, has not
been realized on-chip.

Message Authentication Code : MACI, which is
identical to CBC1 encryption mode, where only
the last s blocks of the whole encryption are of
interest.

3-16 Preview Rev. A (20/05/94)
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Initialization vectors

CBC, CFB, OFB, and MAC modes need an
initialization until the real conversion procedure can
start. The loading scheme for the initialization vectors
for CBC8, CFB8, and OFBS are as follows :

The first eight data blocks read in via the data port
are regarded as initialization vectors IV1 (first data
block) until IV8 (last data block).

The loading scheme for the initialization vectors to
implement for CBC1, CFB1, and MAC are as follows :
The first data block read in via the data port is
regarded as initialization vector IV1.
Initialization vectors can be transferred as ciphertext,
i.e., they have to be decrypted before use. This has to
be done in ECB8 and ECBI, respectively.
Initialization vectors are stored internally in the IV
register.

Chip Architecture And Signal Description

Overview
Fig. 8 shows the overall architecture of the Vincy

temporary storage registers. This units implements all

Chip. The core of the chip is an 8-stage pipeline with  operational modes of conversion defined in
additional feedback/feedforward structures and section 1.3.
Figure 8.  Overall architecture of the Viycy Chip.
IDEA
8-stage pipeline
16-bit data
input port

8-bit
control port

Due to the properties of the Ipga algorithm the Vinet
Chip achieves a very high throughput rate
(>177 Mbit/s in ECBS, e. g.). In view of high-speed
applications the interfaces have been implemented as
unidirectional data ports.

The interfaces of the Vinc Chip are designed in such
a way that the data can be loaded continuously and
independently of the internal chip clock. Depending
on the input data flow, the pipeline unit is running or
remains in an idle state until the input data buffers are
filled appropriated with data blocks to convert. The
average throughput rate of the pipeline unit is always

greater or equal in the maximum than the external
data rate. It is leaved to the user to fix the chip clock
frequency to the maximum value to minimize the
latency of the data to convert.

The control logic is responsible for the data transfer
between buffers and conversion unit and the supply of
correct subkeys to the conversion unit. In addition, it
does the whole key management like loading new keys
or generating subkeys. The communication to the
outer world is done via the control port. All
parameters which define a specific conversion can be
set and the actual status watched by this port.

Rev. A (20/05/94)
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General signals

Signal Name Type Active Description

~RESET 1 L Master reset. If this signal is tied low, all data registers! will be
cleared? and the control port registers will be initialized. The
control logic will be set to its initial state. After master reset, an
off-line self-test is initiated. Active low schmitt trigger input.

CLOCK I ) Master clock : Chip clock with positive edge active.
vDD Power supply, + 5 V.
VvSssS Ground, 0 V.

1. *Data registers” mean input and output data buffer and all pipeline tegisters (IV and temporary registers included).
2. To “clear” means that data is not visible outside the chip any more. It shows the same effect as initializing the data registers with zero.

Interfaces
The Viner Chip is equipped with three ports, two unidirectional 16-bit data ports and an 8-bit bidirectional
control port.
Data ports

The two data ports A and B are constructed in such a way that data can be loaded and read asynchronously to
the chip clock CLOCK. The functionality of the buffers is equivalent to a FIFO (first-in/first-out memory) with
storing capacity of eight 64-bits blocks.

Fig. 9 shows the controls signals and buses of the data ports.

Figure 9. Data Port Signals of the Vn¢p Chip.

Data clock A —— CLKA CLKB re——— DataclockB
Write enable —>——C ~WRA ~RDB [D-—=— Read enable
Wait <——C] ~WAITA ~WAITB [D—— Wait
Data-in-ready <—— DIR DOR |——— Data-out-ready
16-bit data bus A ———»| DA[O] ... DA[}:SEOICJ;a[O]... DB[15] ——® 16-bit data bus B

!

Chip clock

3-18 Preview Rev. A (20/05/94)




TEMIC

MATRA MHS

Data port signals

Signal Name Type Active Description
CLKA 1 T Port A’s data clock signal with positive edge active.
CLKB 1 T Port B’s data clock signal with positive edge active.
~“WRA I L Port A's write enable signal. If ~ WRA is low, the data on DA[0] ...
DA[15] are loaded on the next rising edge of CLKA into the input
buffer.
~RDB I L Port B's read enable signal. If ~ RDB is low, the data in the output
buffer is written on DB(0] ... DB[15] on the next rising edge of
CLKB.
~ WAITA (6] L Port A's wait signal is set if data has been loaded but not transferred
yet to the input buffer.
~ WAITB (e} L Port B's wait signal is set when a read request is detected on port B
but th next data word has not been read out yet from the output
buffer.

DIR (o] H “Data-in-ready” holds until the input buffer is filled up. DIR is set
after a master reset and after the command data reset (bit 1 of the
command register).

DOR (¢} H “Data-out-ready” holds until the output buffer is empty. DOR is
inactive after a master reset and after the command “data reset”
(bit 1 of the command register).

DA[0] ... DA[15] 1 H Data bus A for input data, IV vectors, and session keys.
LSB is DA[0].
DBJj0] ... DB[15] (e} H Tristate data bus B for output data. LSB is DB[0]

Interface status signals

Three dedicated signals show status information of

the current conversion :

— The key multiplex signal KMUX shows whether
key 1 (usually an encryption key) or key 2 (usually
a decryption key) is currently in use. This signal
aliows to operate the Viney Chip in multiplexing
mode for two data streams, where the one is
converted by key 1 and the other by key 2. Key 1
and key 2 are determined by the key select register.

~ The synchronization signal SYNC shows the status
of the pipeline and the buffers. The edges of the
signal describe the moment at which the input
buffer is emptied and the output buffer is filled,
respectively.

— The chip clock signal CLK2 is the half of the clock
frequency supplied to CLOCK. Connected directly
to CLKA and CLKB it can be used to transfer data
on and off the chip synchronously to the chip clock.

The timing of the two signals KMUX and SYNC is
shown in Fig. 10 and Fig. 11.

Rev. A (20/05/94)

Preview



29C79

TEMIC

MATRA MHS
Figure 10. Timing of interface signals at average speed
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Figure 11. Timing of interface signals at maximum speed
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Signal Name

Active

Deacription

KMUX

This signal changes its status with the rising edge of the block synchronization
signal SYNC. It is Jow if the n data blocks inside the pipeline are converted by
means of key 1, and high in case of conversion by means of key 2 (see key select
register). The signal is synchronous to the chip clock. Its gets inactive after a
master reset or after the command “data reset” (bit 1 of the command register).

SYNC

The signal gets active one clock cycle later as a data blocks are transferred out of
the input buffer into the pipelinel. The signal will be reset when the same #
blocks have been transferred into the output buffer. It is synchronous to the chip
clock. The signal gets inactive after a master reset or after the command “data
reset” (bit 1 of the command register).

CLK2

(o]

T

Qutput signal with half of the chip clock frequency.

1. By this means a minimal pulse length of one clock cycle can be guaranteed, even if the pipeline is loaded and unloaded at the same time.

Preview Rev. A (20/05/94)
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Control port

Typical microcontrollers for the controlling and the

monitoring of the Vincy Chip will be Intel’s 8031/8051

and the like. Accordingly, the control port consists of

Figure 12. Control port signals of the Vincy Chip.

an 8-bit bidirectional data bus and the usual control
signals as depicted in Fig. 12.

C[0] ... C{7] pe—® 8-bit control port bus C
A[0] ... A[2] @———— 3-bit register address bus
~CS [O0—=— Chip select
~WRC [O—=— Write enable
~RDC [O—=— Read enable
~CACK [O—— Data valid
~IRQ [O—= Interrupt request
Control port signals
Signal Name Type Active Description
C[o] ... C[7) 1/0 H Bidirectional data bus of the control port. LSB is C[0].
A[0] ... A[2) I H Address lines for control port registers. LSB is A[0].

~WRC I L Write enable signal of port C.

~RDC 1 L Read enable signal of port C.

~CACK (6] L Port C’s acknowledge signal. In case of a read access it is set if data
has been loaded successfully. It is reset after the rising edge of
either ~CS or ~RDC. In case of a write access it is set when out-
put data is valid on port C. It is reset after the rising edge of either
~CSor “WRC.

~CS o L Chip select signal.

~IRQ (¢} L Interrupt request. This signal indicates that an interrupt condition
of the interrupt source registers has been satisfied, provided that
the corresponding bit of the interrupt enable register is set. The
interrupt can be inactived by reading the interrupt source register,
by a master reset, or by a reset of the control port register.

All functions of the Vnct Chip can be controlled and
monitored via the control port. Seven directly
addressable registers are provided and listed on
Table 1. The command register and the key command

register initialize the desired operations directly. The
other registers determine the parameters in both
directions or show the status of the chip.

Rev. A (20/05/94)
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Table 1 : Control port registers
No. Register Width Address A Access
1 Command register 1 Byte 000 R/W
2 Status register 1 Byte 001 R
3 Key select register 1 Byte 010 R/W
4 Conversion mode register | Byte 011 R/W
5 Key command register 1 Byte 100 R/W
6 Interrupt enable register 1 Byte 101 R/W
7 Interrupt status register 1 Byte 110 R
Command register (A=000)
Bit Function Initial Value
0 Start/stop conversion : This bit permits the control logic to start! conversion as soon as at least 0
n data blocks are loaded into the input buffer. The conversion itself is defined by the
parameters of the conversion mode register and the key select register. During conversion the
control logic status bit in the status bit in the status register is set.
1 Data reset : If this bit is set a running conversion is terminated and data and IV registers are 0
cleared. Neither the settings of the control parameters nor the key registers are influenced.
2 Control port register reset : The registers 2 ... 6 of the control port are reset to their initial 0
values. The control logic returns to the initial state. Neither data and IV nor the key registers
nor status bits 4 and 5 of the status registers are influenced by this command.

1. The conversion starts only if the output buffer is empty. Valid data in the output buffer will therefore not be overwritten.

“Data reset” has priority over “start conversion”, i.¢., conversion will be stopeed and data and IV registers

cleared, if both bit 0 and bit 1 are set.

Four different reset commands are supported :

1. A master reset clears all data and IV registers
asynchronously. Control logic and control port
registers are set to their initial values. After a
master reset, an off-line selftest is initiated during
which all key registers are cleared. A master reset is
initiated if the ~ RESET pin is tied to ground.

2. The data reset command clears data registers only.
A running conversion will be terminated without
writing the current results to the output buffer. This
reset is synchronous to the chip clock. A data reset
is initiated after the command “load encrypted
session key”. IV registers are not cleared. However,
new initialization vectors can be loaded after a data
reset.

3. The control port register reset does not change

neither data nor keys nor the key status. The control
logic and the control registers are set to their initial
values, except bit 4 and 5 of the status register. This
reset is synchronous to the chip clock.

. The key reset command (see key command register)

permits termination of the current conversion. A
key register reset is initiated during which all key
registers and status bits key reset which is
synchronous to the chip clock.

Preview
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Status register (A = 001)

Bit Function Initial Value
0 Control logic status : 0
0: The control logic is waiting in the initial state.
1: The control logic is active, i.e., a conversion or key operation is running.
i Input buffer status : 0
0: The input buffer is partially filled or empty. Data can still be loaded.
1: The input buffer is full.
2 Input buffer status : Q
0: The output buffer is empty.
1 : The output buffer is partially filled or full. Data can still be read.
3 Interrupt status : [
0: No interrupt pending.
1 : Interrupt pending according to the conditions dcfined in the interrupt enable
register. The bit is reset after reading the interrupt source register.
4 Master key registers Ragk) and Ry status : 0
0: No valid keys in registers Ry and Ryke.
1: Valid keys in registers Rpi1 and Ryko. The master key was successfully loaded
by means of the “load master key command”.
S Session key registers Rgk; and Rgk; status : 0
0: Novalid keys in registers Rgk and Rgk.
1: Valid keys in registers Rgky and Rgka. The session key was successfully loaded
by means of the “load encrypted session key command”.
6 Off-line selftest status : 0
0: No off-line selftest running.
1: Off-line selftest running. See also interrupt source register
7 Off-line selftest result : 0
0: Last off—line selftest successfully completed.
1: Last off—line selftest not successfully completed. See also interrupt source register.
This bit if set will only be reset by a master reset or by loading a new master key.

Key select register (A=010)

The key select register defines the keys for the
conversion of data and IV vectors. After the command
“start conversion” the first n data blocks are converted

using key 1, the following alternately with key 2 and
key 1! The signal KMUX shows which key is selected
at the moment. It is left to the user to select the
appropriate set of keys. The register is reset after a
selftest.

Bit Function Initial value
1,0 Key 1 0
0: Session key register Rgk is selected
1: Session key register Rgkz is selected
2: Master key register Rk is selected
3: Master key register Ry 2 is selected
3,2 Key 2 0
0: Session key register Rgy | is selected
1: Scssion key register Rgkz is selected
2: Master key register Ry is selected
3: Master key register Ry is selected
5,4 Key used for the decryption of IV vectors : ]

0: Session key register Rgi is selected
L : Session key register Rgk2 is selected
. Master key register Ry is selected
: Master key register Ry 2 is selected

Rev. A (20/05/94)
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Conversion mode register (A=011)

By means of this register the conversion mode can be  “start conversion”. After each selftest this register will
defined. The stimulation of the conversion has to be  be set to its initial value.
done via the command register using the command

Bit Function Initial value

2,1,0 Couaversion mode : 0
0: ECBn
1:CBCn
2:CFBn
3:0FBn
4: MAC

3 Parametern : 0
0:n =1 Datawill be loaded, processed, and read out block by block.
1:n =8 Datawill be loaded, processed, and read out in units of eight

blocks.

............. Do not try to change n while the input buffer is not empty,

4 Direction of conversion : 0
0: Data will be ¢ncrypted, i.e., internal paths are switched
for encryption mode.
1: Data will be decrypted.
Note that no control is given by this command whether a valid set of keys is
selected by the key select register.

5 Initialization : (U]
0: The first # data blocks in the input buffer are regarded as data vectors
and will be processed according to the defined conversion mode.
1: The first n data blocks in the input buffer are regarded as initialization
vectors and will be processed according to the IV vector status.
The bit will be reset after successfully loading of the IV vectors.

6 IV vector status : 0

0: The initialization data are loaded diorectly into the IV register.

1: The initialization data are converted by ECB mode and afterwards
loaded into the IV register. The key is selected according to the status
of the key select register.

3-24 Preview Rev. A (20/05/94)
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Key command register (A = 100)

Bit Function Enitial value
0 Load master key via the control port : 0
0: No operation.
1: An off-line selftest is initiated. After successful completion,
the 16 following bytes supplied to the control port and written to address
A = 100 are regarded as master key. The encryption and decryption
subkeys are then generated internally and written to the master key
registers Ry and Ry, respectively. Bit 4 of the status register is set.
Parity check is performed during loading if the parity check enabile bit is set.
After loading of the key the bit will be reset.
1 Load encrypted session key via the data port : 0
0: No operation.
1: The first two data blocks written to the input buffer are regarded
as encrypted session key. The two blocks will be decrypted in ECB mode
using the key selected in the key select register. The result is not written to
the output buffer. The internal encryption and decryption subkeys will be
generated and written to the session key registers Rsk; and Rgka,
respectively. Bit 5 of the status register will finally be sct. Note that
a session keyu should only be loaded if the input buffer is empty.
After loading of the key the bit will be reset.
2 Master key for the decryption of the session key : 0
0: The master key in register Ry is selected.
1: The master key in register Ry is selected.
3 Parity check enable for master key : 0
0: No parity check on the master key.
1: During loading of a master key a parity check will be performed.
If an error will be detected, an interrupt could be caused.
4 Clear keys registers : 0
0: No operation.
1: The four key registers Ryki, Rmk2, Rsk1, Rsk2, and bits 4 and 5 of the
status register will be cleared.
1. The completion can be watched by polling bit 6 of the status register or by interrupt no. 5.
(]
Rev. A (20/05/94) Preview 3-25
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Interrupt enable register (A = 101)
This register determines which conditions can cause an interrupt.
Bit Function Initial value
0 Input buffer empty : 0
This bit masks (0) or enables (1} the input buffer empty interrupt.
1 Output buffer full : 0
This bit masks (0) or enables (1) the output bufter full interrupt.
2 Parity check error : 0
This bit masks (0) or enables (1) the parity check error interrupt.
3 Invalid key register selected : 0
This bit masks (0) or enables (1) the invalid session key register selected interrupt.
4 Error occurred during selftest : i
This bit enables (1) or masks (0) the sclftest error interrupt.
5 Selftest completed : 0
This bit masks (0) or enables (1) the selftest compieted interrupt.

Interrupt status register (A = 110)

This register will be reset in its initial state after it has been read. Bit 0 to 3 will be masked during selftest.

Bit Function Initial value

0 Input buffer empty : 0
This bit is set if the input buffer has been emptied by the pipeline unit and if bit 0
of the interrupt enable register was set. The bit is being set synchronously to the
rising edge of the SYNC signal.

! OQutput buffer full : 0
This bit is set if the output buffer has been filled by the pipeline unit and if bit 1 of
the interrupt enable register was set. The bit is being set synchronously to the
falling edge of the SYNC signal

2 Parity check error : 0
This bit is set if a parity check error occurs during the loading of the master key and
bit 2 of the interrupt enable register is set.

3 Invalid key register selected : 0
This bit is set if an invalid session key was selected with the key select register
(i.e. bit 5 of the status register was not set) and bit 3 of the interrupt enable register
was set.

4 Error occurred during selftest : 0
This bit is set if an error has occurred during selftest and bit 4 of the interrupt
enable register was set.

5 Selftest completed : 0
This bit is set if the off-line selftest has completed and bit 5 of the interrupt enable
register was set.

Preview
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Key Definitions

Loading the master key

The 128-bit master key is transmitted to the control  is composed of the first eight 16-bit wide subkeys [2].
port according to the data representation for Ipga. Z  The first subkey Z;(D is transmitted first. The first
is loaded using sixteen byte transfers. The master key  transmitted byte is the MSByte By, see Fig. 13.

Figure 13. Master key transfer to the Vinc Chip

b121 b113 bg b1 g c7
b122 b114 b10 b2 g ce
b123 b115 b11 b3 O cs
b124 b116 b12 b4 oca
L X X ]

b125 b117 b13 b5 0 cs
b126 b118 bt4 b6 g c2
b127 b119 b1S b7 g Ci1

L'.‘ co

Optional parity check on the master key Loading the session key

When loading the master key a parity check can be  The loading scheme of the session key via the data port
performed on it by setting bit 5 of the key command is identical to the loading scheme of the master key via
register. The parity bit completes each 7-bit vector to  the control port. However, the width of the data port
odd parity. In fig. 13 the parity bits are each marked by s sixteen bit. Therefore only eight transfers are required.
a grey pattern. Z1 (D (b ... big, bye at pin DBO) is transmitted first.

Rev. A (20/05/94) Preview 3-27



TEMIC
29C79 MATRA MHS

Data representation for Ipga

In Fig. 14 the data representation for the IDEA is shown on different levels of abstraction. b1, B1, Z[1], and Y[1],
respectively, is transmitted.

Figure 14. Data representation for Ipgs

Bit level
[or.m ] £0.bve ] b tes | bos. o | B o | b as | oo | s | as s | trs o] - om [ . ue [z rocfincs. orvgrss bradfonar o -

Byte level
[Br] Bz | B3] Be ] B5 | Bs | Br | Bo | Bo | Bro| Bri] Biz] Brs] Bua] Bis[ Be]

Integer level

| I | 2| 1a I ] s | I8 | 17 | i [
Cz00 1T 28 | 280 | 280 | 28" 1 28" | z@ | z# ]
Cx [ % [ X% 1 X 7% T X% ]77% %]
Cv T Y [ W [N T 7 TV T ¥ T 7Y [
Key level
l 1) I
Plaintext and ciphertext level

[ X1 T X2l I
[ il ; V2] [
l -
|

Time

The following relations hold :

7
B = ) byt
k=0
Ii= B, 2* + By,
7

Z[i} = ) 1,2
X[i] = itz"*

3
Yiil = 3 1,2
k=0
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Ratings and Characteristics

Absolute Maximum Ratings

Ambient temperature . ......... .. 00 0°Cto+70°C
Storage temperature .................... -65°Cto + 150 °C
Voltage on any pin with respect

toground ....................... Vss ~05VioVpp + 0.5V
Power dissipation ................ ... ..ol 10w

DC and Operating Characteristics

TA=+25°C,VDD=+5V110%,V55=0V

Limits
Symbol Parameter Unit Test Conditions
Min

Vbp Power supply
ViL Low Level Input Voltage

Vin High Level Input Voltage

VoL Low Level Output Voltage

Vou High Level Output Voltage
I Input Leakage Current

Ipp Total Supply Current

Cour Output Capacitance

CiN Input Capacitance

Cro I/O Capacitance
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AC Characteristics
Ta=+25°C,Vpp=+5V £5%, Vs =0V, Fox = 33 MHz
Read and Write Operations
Limits
Symbol Parameter Unit
Min Max
Tas Setap Time ns
'l‘,“;v Hold Time ns
Trs Setup Tim; ns
Try Hold Time ns
Tps Setup Time ns
Tpyy Hold Time ns
Tss Setup Time ns
Tsn Hold Time ns
Tap Delay Time ns
Tao Valid to High ns
Tau High to Invalid ns
Taz, High (o High Impedance ns
Tos Setup Time ns
Topu Hold Time ns
Too Delay Time ns
Tou Valid to [nvalid ns
Tpz Valid to High Impedance " ns
Other Timings
Symbol Parameter Condition Min Typ Max Unit
Forock Clock Frequency 0.2 25 33 MH:z
Tep Clock Period 30 40 5x 10 ns
T Clock High Time Forock = 25 MH2 20 21 23 ns
T (v](-)Lk x ow Time Forock = 25 MHz 17 19 20 ns
l( g " Clock Sk;‘w CLK2 10 CLOCK -1l i} 7 ns
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Mechanical Data

Pin Assignments (by functions)

Symbol Pin Type Description
CLOCK N12 I Master clock : Chip clock with positive edge active.
Clk2 )3 (o] Output signal with haif of the CLOCK’(s frequency. Can be used to drive CLKA and

CLKB, respectively.

~ RESET LI12 I Master reset. If this signal is tied low, all data registers will be cleared and
the control port registers will be initialized. The control logic will be set to its initial
state. After master reset, an off-line self-test is initiated. Active low schmitt
trigger input.

KMUX N1 o This signal changes its state with the rising edge of the bloci synchronization signal
SYNC. It is low it the n data blocks inside the pipline are converted by means of key
1, and high in case of conversion by means of key 2 (sce key select register). The
signal will be reset after a master reset of after the command “data reset” (bit 1 of
the command register).

SYNC M2 (o] This signal goes high one clock cycle later as n data blocks are transferred into the
pipeline. The signal will be reset when the same n blocks have been transferred into
the output buffer or after a master reset or the command “data reset” (bit 1 of the
command register).

~-Cs N9 I Chip select signal, active low.
~“RDC Mi1 1 Read enable signal for the control port C, active low.
~WRC P14 1 Write enable signal for the control port C, active low.
~CACK G2 (o} Port C’s acknowledge signal. In case of a read access it is set after data has been
loaded successfully. It is reset after the rising edge of ~ RDC. In case of a write
access it is set when output data is valid on port C. Is is reset after the rising edge
of “WRC,
Clo] L13 | 1{e] Bidirectional data bus of the control port. LSB is C[0].
C1] K12 110
c2] K14 /0
CJ3] Ji3 1/0
C[4) H14 1/0
C[5} Hi13 o
6] G13 110
qn Gl4 110
Al0] P13 1 Address lines for selecting control port registers. LSB is A[0].
All] Mi0 I
Af2) Ni11 I

~IRQ L1 (o] Interrupt request. The signal indicates that an interrupt condition of the interrupt
source registers has been

CLKA P8 I Input data port A's clock signal with positive edge active.

~WRA M13 1 Input data port A's write enable signal. If this signal is low, the data on
DA[0] ... DA[15] is fetched by port A on the next rising edge of CLKA.

~WAITA J1 o Port A's wait signal is set if data has been loaded but not transferred yet to the input
buffer.
DIR L2 o “Data-in-ready” is active until the input buffer is completely filled. It is set after a
master reset and after the command “data reset” (bit 1 of the command register).
This signal is inactive during selftest.

Rev. A (20/05/94)
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Pin Assignments (by functions) (continued)

Symbol Pin Type Description

DAJ0] F12 I Input data port A : Data bus for input data, initialization vectors, and session keys.

DA[1] D14 1 LSB is DAf0].

DA|2] Cl4 1

DA[3] D13 I

DA([4) E12 I

DA[5] B14 1

DA[6] c13 1

DA[7] D12 1

DA[8] BI2 |

DAJ9] Ci1 1

DA{10] Al2 1

DA[11] BII I

DAJ[12] C10 1

DAJ13} Al0 I

DAJ14) B9 I

DA[15] BS 1

CLKB P10 I Output data port B’s clock signal with positive edge active.

~RDB N14 I Output data port B’s read enable signal. If this signal is driven low, output data is
available on DB[0] ... DB{15] after the next rising edge of CLKB.

~ WAITB H2 (o] Port B’s wait signal is set when a read request is detected on port B but the next data

word has not been read out yet from the output buffer.

DOR M1 O “Data-out-ready” is active until the output buffer is empty. It is reset after a master
reset and after the command “data reset” (bit 1 of the command register). This
signal is inactive during selftest.

DB[0] A6 o] Output data port B : Tristate data bus for output data.

DB{1] A5 (o) LSB is DB(0].

DB[2} B5 (o]

DB[3] Cs (o]

DB{4] A2 0

DB(5} B3 [0}

DB[6] C4 o}

DB[7] Al o}

DR8] Bl

DB(9] Cc2

DB[10] D3
DB[11] Cl
DB{12} D2
DB[13] E3
DB(14] El
DB(15] F2

StRet L3 o Start of retention

[ERet M8 I Internal/external retention signal, internally pulled-up

TCLK N4 I Boundary scan clock

TRST P4 1 Boundary scan reset, active-low, internally pulled-up

TDI M6 I Boundary scan serial input, internally pulled-up

TDO P3 o Boundary scan serial output

T™MS N5 I Boundary scan control, internally pulled-up

STIni P6 [0} Initiate selftest with active rising edge, internally pulled-down

STStat P2 o Status of selftest
STResi N3 o] Concurrent selftest result monitor, bit 1
STRes2 M4 [0} Concurrent selftest result monitor, bit 2
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Pin Assignments (by functions) (continued)

Symbol Pin Type Description
vDD All P Power supply : + 5 V power input
Al3 P
B2 P
B4 P
c3 P
Gl P
M7 p
MI2 P
N10 P
NI13 P
VS§S Al4 P Ground : 0 V input
B? P
c8 P
c12 P
Fl4 P
H1 P
K3 P
M3 P
Mi14 P
P1 P
Pin assignment (by order)
Pin Signal Typ Pin Signal Typ
Al DB[7] o Hi1 VSS P
A2 DB(4] o H2 ~WAITB 0
A3 N.C. - H3 N.C. -
A4 N.C. - HI2 N.C. -
AS DB[1] o Hi3 Cls) o
A6 DB[0] o H14 Cl4] /o
A7 N.C. - 1 ~WAITA (¢}
A8 N.C. - 2 N.C. -
A9 N.C. - 13 CLK2 (e}
AlD DA[13] I J12 N.C. -
All VDD p 3 Ci3] Vo
Al2 DA[10] [ 14 N.C. -
A13 VDD P K1 N.C. -
Al4 VSS P K2 N.C. -
Bl DB[8] o K3 vSs P
B2 VDD P K12 logl] 10
B3 DB{5} 0 K13 N.C. -
B4 VDD P K14 Cp2] 1o
BS DB(2} o L1 ~IRQ o}
B6 N.C. - L2 DIR o}
B7 VSS P L3 StRet o
B8 DA[15} 1 L2 ~RESET I
B¢ DA[14} 1 L13 C[o} 7o}
BI10 N.C. - L14 N.C. -
»
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Pin assignment (by order) (continued)
Pin Signal Typ Pin Signal Typ
Bil DA[11} ] Mi DOR 5)
BI12 DA[3| ] M2 SYNC 0
B3 N.C. - M3 vss P
Bl4 DA[5) I M4 STRes2 o
C1 DBJ[11] ) M5 N.C. -
2 DB[9} 0 Mé DI
&) VDD P M7 VDD P
c4 DB[6] o M8 IERet
cs DB(3} 0 Mo N.C. -
Co N.C. - M10 All} I
7 N.C. - M1 ~RDC I
c8 vss P M12 VDD 3
o N.C. - M13 ~WRA 1
C10 DA[12] 1 M14 vss P
Cl1 DA[Y] 1 N1 KMUX o
ct2 vss P N2 N.C. -
ci3 DAf6] I N3 STResl o
C14 DA[2) [ N4 TCLK I
D1 N.C. - N5 ™S 1
D2 DB[12} §) N6 N.C. -
D3 DB(10) 0 N7 N.C. -
D12 DA[7] I N8 N.C. -
D13 DA[3| I N9 ~Cs I
D14 DA[1] 1 N10 VDD P
El DB[14} o N11 Al2) ]
E2 N.C. - N1z CLOCK 1
E3 DB[13] o N VDD P
Ei2 DA[4] 1 N14 ~RDB I
El3 N.C. - Pi vss P
El4 N.C. - P2 STStat o
Fi N.C. - P3 TDO [6)
F2 DB[15] o P4 TRST 1
F3 N.C. - Ps N.C. -
Fi2 DA[0] I P6 STini o
F13 N.C. - P7 N.C. -
Fl14 vss 3 P8 CLKA 1
GI VDD P PY N.C. -
G2 ~CACK 0 P10 CLKB [
G3 N.C. - P11 N.C. -
G2 N.C. - P12 N.C. -
G13 Cl6} 110 P13 Af0) [
Gl4 7 10 P14 ~WRC [
.
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Figure 15. 132-Pin Grid Array

O O O 0O 0O 0 O 0 O O O 0o O O
VSS STStat TDO TRST NC. STt NC. CLKA NC. ClkB NC. NC. AJj0] ~WRC
O O O O OO O o0 O O O O

KMUX NC. S8TRest TCLK TMS NGC. NC. NC. ~CS VDD Ay CLOCK VDD ~RDB
O 0O O O 0O 0O O 0O O 0O O O O O
DOR 8YNG VBS ST NC. TDI VDD IERet NC. AJl] ~-RDC VDD ~WHA VSS
o O O O
~IRQ DIk StRel ~RESET Cl0] NC.
o O O o O O
NC. NC. VSS ol NG o
O O O O O O

FWAITA NC. Gk NC. Cf NC.
o O O o O O

VSS ~WAMB NC. Bottom NC. GlS Ci4
O View Q O O

VDD ~CACK NC. NC. 8 Chl
o O O o O O

NC. DB[35] NC. DAD} NC. VS§
O O O O O O

DB{1q NC. DBi3] DA} NC. NC.
O O O O O O

NC. DB|12) DB{10) DA[71 OAR DA[]
O O O 0O O O O O O o O

DB{11) OB VDD DB DB NC. NC. VSS NC. DA1Z DAl VSS DA[S] DA

O O O 0O O 0O O O O O O O

DB§] VOO OB[§ VDD OB@2] NC. VSS DA{IS DAlt4) NC. DA{11] DAl NC. DAlS
O 000000000 O 0 O

DB7I DBl4| NG. NC. DB{)f DB) NC. NC. NC. DA13] VDD DAJ10j VDO VSS
1 2 3 4 5 6 7 8 ] 10 t 12 13 14
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Package Dimensions
Figure 16. Dimensions of PGA 132
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