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1 Introduction

This document describes the VMS115, a high performance cryptographic coprocessor performing
data encryption, integrity verification and authentication functions. The chip contains IPSec pro-
cessing functionality, including DES/3DES encryption and MD5/SHA-1 hashing. An exponenti-
ator is also available on this chip.

This security coprocessor is intended for applications in which physical security is not of major
concern in the deployed system, since keys are loaded into the device in the clear.

This document will describe, in detail, each security block and how each block is used via an
external processor. A memory map is provided as well as a description of the data buffering and
movement through the chip. Performance figures for each of the functional blocks is included
along with AC/DC timings, timing diagrams, power dissipation figures and device pinout.

2 Overview

The VMS115 is composed of two major functional blocks; IPSEC block and exponentiator. The
architecture of the chip is illustrated below, showing the relationship between the various hard-
ware components. VLSI's IPSEC block is a streamlined design customized to meet IPSEC proto-
col requirements. The block is composed of a high-speed hash and triple-DES engine. The hash
engine in the IPSEC block supports the MD5 and SHA-1 algorithms as well as the HMAC func-
tionality required by IPSEC.

VMS115 Block Diagram

INT <—| Interrupt |[€&—»
™S —»
) SCAN
1Dl Interface Power <« 77
TDO 4— Management
CLK »  Clock
RESET —p| Reset
CEL —» Exponentiator
CMD[2:0] ——p»
A[10:0] N
SSRAM —p ORDY
DQ[31:0] Interface | 4—» P|p5ec
Register rocessor —» IRDY
“—>
Data
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2.1 Features
The VMS115 performs two major functions; IPSec processing and exponentiation.

» Supports Electronic Codebook (ECB) and Cipher Block Chaining (CBC) ciphering operation.

» Supports two operating modes: Single and triple DES (two key and three key types)

» Based on a FIPS-PUB 46-2 compliant design validated by the National Institute of Standards
and Technology (NIST)

HMAC processing supported

* MD5 or SHA-1 hashing of clear and encrypted data.

» 1024-bit modular exponentiation

3 Memory Map

This section describes the VMS115 memory map. This map identifies the word address locations
required to access the specified registers. The VMS115 memory is word addressable only.

VMS115 Memory/Register Map

Function GUlliss) Function Ul
A[10:0] A[10:0]
General Purpose Registers Exponentiator
Interrupt Status Register 0x400 K Register 0x200
Interrupt Mask Register 0x401 Reserved 0x201
Configuration Register 0x402 Reserved 0x202
Context Read Pointer Register 0x404 Reserved 0x203
Context Write Pointer Register 0x405 Control & Status Register 0x204
Number of Exponentiation Bits 0x205
Pointer Register 0x206
Operand RAM 0x080-0x0FH

4 Data Structure

This section describes the packets that will be processed by the VMS115. It is also evident from
this section that it is not necessary for the VMS115 to “know” much about the packets being pro-
cessed other than where to begin, end and what function to perform.

Prior to performing DES or Hash operations, the VMS115 will receive context data followed by
the packet data. The context data that is provided to the VMS115 prior to packet processing dic-
tates what will happen with the incoming packets. The VMS115 can perform any of the following
three functions on the data: nothing; Hash some or all of the data; DES some or all of the data.
Regardless of what function is performed, when complete the entire data fragment will be sent
back out.

4.1 Context Data
The Context data consists of the elements described in the following table and is applicable for
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IPSec processing only. The order is significant, as the more dynamic elements are listed first and
those elements expected to change less frequently are listed later. A context write will flush all
previous states of the IPSec processor. A context write does not overwrite the entire context area,
thus it's only necessary to modify those elements in the context that have actually changed since
the previous write.

The Context Read/Write Pointer Registers are used by the VMS115 to determine the location
within the context block for read and write accesses. The context pointers point to the word (4
bytes) of data that will be read or written for a context access. The Context Read/Write Pointer
registers are reset to the first location (zero) under the following conditions:

Read Pointer Reset Conditions:

1. Any packet data access (read or write).

2. A change from context write to context read.
3. Soft Reset

4. Chip Reset

Write Pointer Reset Conditions:

1. Any packet data access (read or write).

2. A change from context read to context write.

3. Soft Reset

4. Chip Reset
The context pointers may be directly accessed through the VMS115 memory space by the exter-
nal processor and they may be set to any value via this interface. A context data read results in 20
bytes of Hash Digest being added to the beginning of the context data. The Hash Digest is stored
in the Context Buffer such that the beginning of the digest (first word) is at the beginning of the
Context.

Separate pointer registers exist for read (Context Read Pointer Register) and writes (Context
Write Pointer Register). Each can be accessed and set separately by the external processor.
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Context Data Write Context Data Read
31 0
4——— 32Bits —pp
A
31 0 Hash Digest
44— 32Bits —__p
A
Op Code Op Code
HASH Length DES Length HASH Length DES Length
HASH Offset DES Offset HASH Offset DES Offset
3 2 1 0 3 2 1] 0
ntial Vector (DES) ntial Vector (DES)
7 6 5 4 7 6 5 4
a a
b b
C HMAC IPAD Key C HMAC IPAD Key
d d
& 84 Bytes €
a a 104 Bytes
b b
c HMAC OPAD Key c HMAC OPAD Key
d d
e e
3 2 1 0 3 2 1] 0
DES Key #0 DES Key #0
7 6 5 4 7 6 5 4
3 2 1 0 3 2 1 0
DES Key #1 DES Key #1
7 6 5 4 7 6 5 4
° DESZP #2 ! 0 > DESZP #2 ! 0
ey ey
7 6 5 4 V¥ 7 6 5 4 ¥V

4.2 Packet Data

Incoming packets must begin on 4 byte boundaries and all packet data must be contiguous.
Packet data must always be transferred to the VMS115 4 bytes at a time. The end of the packet
will be determined by the Total Length field in the Opcode Register. Bytes in the last 4 byte seg-
ment beyond the Total Length value will be ignored by the VMS115.

When DES is disabled in the Opcode Register, DES Length and DES Offset are ignored. Simi-
larly, when the Hash function is disabled in the Opcode Register, Hash Length and Hash Offset
are ignored.

The Hash Offset value must be less than or equal to the DES Offset value when both the Hash and
DES functions are enabled in the Opcode Register.

The DES Length must be a multiple of 8 bytes, thus bits 0,1 and 2 of DES Length must be set to
0. If DES Length equals 0, then no packet data will be processed by the DES engine. Likewise, if
Hash Length equals 0, then no packet data will be processed by the Hash engine. If not disabling
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the Hash Engine via the Hash Length value, then the Hash Length must be at least 4 bytes.

Total Length

2000 Sep 12
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5 Functional Description

This section will describe the functionality of the chip, interfaces to the functions and a register
summary for the interfaces.

5.1 IPSec Processor

This functionality includes DES, 3DES, SHA-1 hashing and MD5 hashing. Parallel processing of
data through the encryption and hash engines is supported. IPSec HMAC processing is also sup-
ported with this block.

5.1.1 Main Features

» Supports Electronic Codebook (ECB) and Cipher Block Chaining (CBC) ciphering
operation.

» Supports two operating modes: Single and triple DES (two key and three key types).

» Based on a design validated by the National Institute of Standards and Technology
(NIST)

» HMAC processing supported.

* MD5 or SHA-1 hashing of clear and encrypted data.

IPSec Block Diagram

Hash Engine .
—»| Hash Digest
(MD5, SHA-1) ash Z1ges

Mux
SSRAM Output
Interface DES Engine Buffer
16x4 Byte (DES, 3DES) — P
ORDY <«— In-Place
Buffer
IRDY €— <

5.1.2 DES Engine

This DES core is a subset of VLSI’'s standard VK110 DES core. This block is a high speed
ciphering engine that supports the Data Encryption Standard (DES) algorithm as specified by the
National Institute of Standards and Technology's (NIST) Federal Information Processing Stan-
dards Publication #46-2 (FIPS PUB 46-2). It offers two modes of ciphering, Electronic Code
Book (ECB) and Cipher Block Chaining (CBC), and two operating modes, single and triple DES.
The triple DES function supports both two-key and three-key. The aforementioned ECB mode
will be implemented in accordance with FIPS-PUB 81.
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5.1.2.1 Block Architecture

The design is an optimized DES engine that can be utilized for both single and triple DES opera-
tions. The single DES operates per the FIPS-PUB standard. The triple DES function operates as
either a two-key or three-key operation. The triple DES encryption cycle includes three ciphering
sessions which start with the encryption of the plain text using Key 0. The result is, then,
decrypted with Key 1 before encrypted again with Key 2. For two-key triple DES operations,

Key 0 will be the same as the Key 2. The triple DES decryption cycle is the opposite of the
encryption cycle.

Cipher_Text = Encrypt_Key2[Decrypt_Keyl[Encrypt_KeyO[Plain_Text]]]
Plain_Text = Decrypt_KeyO[Encrypt_Keyl[Decrypt_Key2[Cipher_Text]]]
The block uses a 64 bit Initialization Vector (V) register for the CBC mode.

5.1.2.2 Triple DES Throughput

The DES Core requires 24 clock cycles for Triple DES processing through the DES engine. The
internal state machine takes one clock cycle to latch a 64 bit block of data into the engine and
another cycle to latch a 64 bit of data out of the engine.

Triple DES Pipeline Diagram

| Load Context |A|c E

el o [ F |

I
21 51 59 84

Clock Cycles

Triple DES Processing Cycles

Function Description Clock Cycles

Load Context 21

A Load In-Place Buffer. 3

B Load Word Align Buffer. 3

C Load DES Core. 1

D Triple DES Processing. 24

E Unload DES Core. 1

F Load Data Into In-Place Buffer 8
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5.1.2.2.1 Triple DES Throughput Calculations
These throughput figures assume the 4-Byte In Place Buffer is not starved for data.

P = packet size in bytes
n = number of 64-bit blocks = Round up to nearest integer [(P * 8)/64]
f = frequency = 80 MHz
Cycles Required = Load Context + (D+E) *n)+4+C+ F
=21+ ((D+E) * n) + 13
Throughput = (f * P * 8)/Cycles Required
Triple DES Performance Table

Packet Size (Bytes) 3DES (Mbits/sec)
64 175
256 196
1500 203
Packet Size => Infinity 205

5.1.2.3 Single DES Throughput

The DES Core requires 8 clock cycles for a single pass through the DES engine. The internal state
machine takes one clock cycle to latch a 64 bit block of data into the engine and another cycle to
latch a 64 bit block of data out of the engine.

Single DES Pipeline Diagram

Load Context A| C E
B D F
[4]c :
B D F
TI C E
B D F
o
B D F
0 21 35 43 56 78

Clock Cycles
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Single DES Processing

Function Description Clock Cycles

Load Context 21

A Load In-Place Buffer.

B Load Word Align Buffer. 3

C Load DES Core. 1

D DES Processing. 8

E Unload DES Core. 1

F Load Data Into SSRAM Buffer 8

5.1.2.3.1 Single DES Throughput Calculations
These throughput figures assume the 4-Byte In Place Buffer is not starved for data.

P = packet size in bytes

n = number of 64-bit blocks = Round up to nearest integer [(P * 8)/64]

f = frequency = 80 MHz

Forn=1or2

Cycles Required = Load Context + (D+E)*n)+4+C+ F
=21+ ((D+E) *n) + 13

Forn>=3

Cycles Required = Load Context + [(n - 2)*(4 + (D+E))]+ (2* (D+E))+C+4 +F
=21 +[(n-2)*(4 + (D+E))] + (2 * (D+E)) + 13
Throughput = (f * P * 8)/Cycles Required

Single DES Performance Table

Packet Size (Bytes) DES (Mbits/sec)
64 315
256 370
1500 389
Packet Size => Infinity 393

5.1.3 Hash Engine

The hash engine implements the FIPS 180-1 compliant Secure Hash Algorithm (SHA-1) and the
MD5 hash algorithm. These algorithms are used for computing condensed representations of a
message or data file, called a message digest. SHA-1 generates a 160-bit message digest while
MD5 generates a 128-bit message digest. The algorithm is designed to have the following proper-
ties: it is computationally infeasible to find a message which corresponds to a given message

2000 Sep 12
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digest, or to find two different messages which produce the same message digest.

The following diagram illustrates the typical flow required to compute a Hash Digest. Both the
MD5 and SHA-1 hashing algorithms generate a hash digest from two inputs; a state value and a
data value. The data value is 512-bits and the state value varies depending upon the hash algo-
rithm. The computed digest is 128 bits for MD5 and 160 bits for SHA-1.

Hash Flow Diagram

- Hash Function Input
- Hash Function Input

Digest - Hash Function Output Hash ®Digest

Generating an HMAC (Hash Message Authentication Code) digest requires several hash opera-
tions. If nis the number of 512-bit blocks which need to be hashed, then the total number of hash
operations is n + 3. Two of the extra three operations can be precomputed prior to data being sent
to the VMS115. The precomputed hash operations result in the IPAD Key and OPAD Key values.
The third extra hash operation is required to actually generate the HMAC Digest, which is the
result of hashing the OPAD Key and the digest result from the last packet data hash operation.

HMAC Flow Diagram

r—— - - - - - - — - — —/ A
|

IPAD xor Key Packet Data)l Packet Data
|
|

Algorithmic -
Constant [ ™| Hash [} IPAD Key [ ® Hash ‘.m*- « «| Hash

|

|

|

|

|

|

OPAD xor Ke

—p»{ Hash ——p»] OPAD Kesl-yy Hash —#»{ HMAC

Pre-Computed

5.1.3.1 Hash Throughput
The following diagram illustrates the hash pipeline when hashing prior to performing DES.
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Pre-DES Hash and Hash Only Processing

L.c | A |
B
L!_CL! E
LD | F
E HMAC
D_|] F dF |
0 21 42 170-MD5 315-I|\/ID5
202-SHA-1 379-SHA-1
Clock Cycles
Hash Processing

Function Description Clock Cycles
LC Load Context 21
A Load 16 x 4 bytes into In-Place Buffer 17
B Word Align and Assemble 17
Cc Load Hash FIFO 16
D Load Hash Block 16
E Startup Cycle 1

F (MD5) MD5 Hash Processing 128

F (SHA-1) SHA-1 Hash Processing 160
G HMAC Feedback 6

5.1.3.2 HMAC Throughput Calculations

These calculations are for the HMAC performance. The raw numbers in the table are applicable
to Hash only operations and DES Encrypt/Hash operations. The throughput for DES Decrypt/
Hash must account for the injected delay of decrypting data prior to sending it to the Hash engine.
This delay will be 30 clock cycles.

P = packet size in bytes
n = number of 64-byte (512-bit) blocks = Round up to nearest integer [(P + 8)/64]
f = frequency = 80 MHz
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Cycles Required = Load Context+21 + (F+ D+ E)*n)+ G +F
Throughput = (f * P * 8)/Cycles Required

HMAC Only and Pre-DES Hash Performance Table

Packet Size (Bytes) MD5 (Mbits/sec) | SHA-1 (Mbits/sec)
64 88 73
256 182 150
1500 262 215
Packet Size => Infinity 282 231

The following table defines the throughput figures for HMAC when decrypting and hashing data.
HMAC Post-DES Hash Performance Table

Packet Size (Bytes) MD5 (Mbits/sec) | SHA-1 (Mbits/sec)
64 83 69
256 176 146
1500 260 214
Packet Size => Infinity 282 231

5.1.4 Register Summary
The table below describes the internal registers of the DES Core.
IPSEC Register Summary

Register Access Description Reset Value

Opcode Register| R/W IPSEC Opcode Register OOOOOOTOh

2000 Sep 12 14
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5.1.4.1 Opcode Register
Opcode Register Configuration
31 30 29 28 27 26 25 24
Total Length of Packet (Bytes)
23 22 21 20 19 18 17 16
Total Length of Packet (Bytes)
15 14 13 12 11 10 9 8
Reserved Hash No
Pad
7 6 5 4 3 2 1 0
Enable Post-DES/ Hash DES MD5/ CBC/ECB Encrypt/ | 3DES/DES
HMAC Pre-DES Enable Enable SHA-1 Decrypt

5.1.4.1.1 Opcode Register Bit Definitions
Bits 31:16 Total length, in bytes, of packet - used to determine the end of packet. Minimum

Bits 15:9
Bit 8

Bit 7

Bit 6

Bit 5

2000 Sep 12

packet size is 0 and maximum packet size 1§ @).

Reserved

Hash No Pad

0 - Hash No Pad Off: Enables padding of the input data, hence the input data does
not need to be a multiple of 64 bytes. The IPAD and OPAD keys are not used in
this mode. Uses the Hash initial state constants.

1- Hash No Pad On: Disables padding of the input data, hence the input data must
be a multiple of 64 bytes. The IPAD and OPAD keys from the Context Write data
structure are used as the initialization state.

Enable HMAC - Enables the HMAC functionality to allow hashing with the

HMAC computation. When HMAC is enabled (bit=1) the Hash No Pad must be
disabled (Hash No Pad = 0).

0 - HMAC Disabled

1 - HMAC Enabled

Pre-DES/Post-DES - Indicates whether data is to be hashed before or after DES
processing.

0 - Pre DES Hashing: Hashing occurs before the DES operation.

1 - Post DES Hashing: Hashing occurs after the DES operation.

Hash Enable - Enables hashing without the HMAC computation. This bit is
ignored when the HMAC functionality is enabled (Bit 7 = 1).

0 - Hash Disabled

1 - Hash Enabled

15
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Bit 4 DES Enable - Indicates that the data will be routed through the DES block.
0 - DES Disabled
1 - DES Enabled

Bit 3 SHA-1/MDS5 - If bit 5 is set, this bit indicates the hash algorithm to be used.
0 - SHA-1
1- MD5
Bit 2 CBC/ECB - If bit 4 is set, this bit indicates the DES mode in which to operate.

0 - Electronic Code Book
1 - Cipher Block Chaining

Bit 1 Encrypt/Decrypt - If bit 4 is set, this bit indicates whether the DES block should
perform an encrypt or decrypt operation.
0 - Decrypt
1 - Encrypt
Bit0 DES/3DES - If bit 4 is set, this bit indicates a single or triple DES operation.
0 - Single DES
1 - Triple DES
Hash Configuration Bits
Bit8 | Bit7 | Bit5 Mode
X 1 X HMAC Using Pre Compute
0 0 1 Hash Algorithm
1 0 1 Pre Compute IPAD and OPAD Keys for HMAC

Note: ‘101’ may be used to chain hash data larger thahy2es.
5.1.5 DMA Control Signals

5.1.5.1 VMS115 Rules for IRDY

The VMS115 will set the IRDY high whenever there are at least 8 word (32 bytes) locations avail-
able in the IPB. Otherwise IRDY will be low.

EXCEPT

The VMS115 will clear IRDY (low) when the last 8 or less words (32 bytes) of the packet have
started transfer to the VMS115. The IRDY line is set low when the host writes the first word into
the VMS115. The IRDY line will remain low until the context is READ from the VMS115.

5.1.5.2 Host Rules for IRDY

The host will sample IRDY prior to a DMA access to the VMS115. When IRDY is high, the host
will always write 8 words (32 bytes) of information unless it is the end of the packet. The host
will only write the remaining words (8 or less) at the end of a packet.

The host may break up the 8 words of data transfer into multiple DMA accesses to the VMS115.
However, the DMA should only check IRDY after the entire 8 words (32 bytes) have been trans-
ferred.
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5.1.5.3 VMS115 Rules for ORDY

The VMS115 will set ORDY high whenever there are at least 8 words (32 bytes) of data that have
been processed and are available to be read from the IPB. Otherwise ORDY will be low.

EXCEPT

The VMS115 will set ORDY high when the last 8 words or less are processed and available to be
read from the IPB. The VMS115 must clear ORDY (low) when the first word of the last transfer
is read. ORDY will remain low until the context data is valid. ORDY will then be set high when
the context data (digest) is valid. The context data will be valid immediately if there is no hash
operation. ORDY will be cleared (low) when the first word of context information is READ from
the VMS115.

NOTE: This implies that the DMA must read the context even if there is no digest.

5.1.5.4 Host Rules for ORDY

The host will sample ORDY prior to DMA access to the VMS115. When ORDY is high, the host
will always read 8 words (32 bytes) of information unless it is the end of the packet. The host will
read only the remaining words in a packet (8 or less) at the end of a packet.

The host may break up the 8 words of data transfer into multiple DMA accesses to the VMS115.
However, the DMA should only check ORDY after the entire 8 words (32 bytes) have been trans-
ferred.

2000 Sep 12 17
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5.2 Exponentiator

This block performs a complete exponentiation of a 1024 bit number, a 1024-bit modulus and a
1024-bit base. The user must precompute 2 values that are dependent only upon the modulus.

The main 128-word (512 bytes) RAM is used to store the operands for the Exponentiate func-
tions. The operands are stored on 32 word boundaries within the RAM area. The locations are
then defined by the use of the pointer register. The contents of this RAM are not changed by a
hardware/software block level reset. Since this RAM appears in the full chip memory map, this
area can be used as a general-purpose scratchpad RAM when the Exponentiator block is not in
use.

The following equation is considered when exponentiating:
Y = AEmod N
Where:

e A =base

* E =exponent

e N = modulus

« K=-N[o]t

e B=2"modN

* n = number of bits in the modulus

The process of exponentiation destroys the value in the A location and the value in the B location.
Additional pointers for initial A and initial B are provided as a non-destructive way to exponenti-
ate. If the 128-word RAM configuration is not using the non-destructive capability, then A and B
have to be reloaded after each exponentiation. In this configuration the pointer register must have
initial A and initial B set to the same value as A and B pointer locations.

The exponentiation function requires that the K and B values be precomputed (per the equations
above), then loaded into the Exponentiator’s input RAM. The software must then load the Initial
A (base), N (modulus) and E (exponent) values into their respective input RAM locations. The
number of bits in the exponent must be set in the Number of Bits Register prior to exponentiation
and the lower 8 bits of the Control/Status Register must be loaded with the value of 40H to start
exponentiation.

The done bit is set when the hardware completes the exponentiation function and the interrupt
output pin is driven active until the done bit is written to a zero. The result (in integer form) is
returned in the B location of the input RAM.

2000 Sep 12 18
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5.2.1 Performance
Exponentiation Performance
Exponentiation Time
Exponent Bits Modulus Bits Base Bits
66 MHz 80 MHz

1024 1024 1024 <55 ms <45m

224 1024 1024 <12ms <10m

160 1024 1024 <9ms <7ms

5.2.2 Register Summary
Exponentiator Register Summary
Register ,:?f(;eg]s Access Description Reset Value

K Register 0x200 R/W K Value OOOOOOOOII
Reserved 0x201 R/W Reserved OOOOOOO(ih
Reserved 0x202 R/W Reserved OOOOOOO(ih
Reserved 0x203 R/W Reserved OOOOOOO(lh
Control & Status Registe 0x204 R/W Control and Status Register 00000Q00h
Number of Bits 0x205 R/W Number of bits in the exponent Register  000000P0h
Pointer Register 0x206 R/W Pointer Register 0010321ph
Operand RAM 0x080-0x0FH R/W Operand N/A

5.2.2.1 K Register

The K value (32 bits) is stored in this register. The value is the pre-computed value of K'= -NJ[0]

1. K is the negative modular inverse of the least significant word of the modulus N. Word size is
determined by the bit width of the underlying multiplier, i.e. 32-bits. The value K must be
reloaded into this register every time the modulus changes.

5.2.2.1.1 K Value Computation

The following code segment is sample C code used to calculate the K value. The code is not opti-
mized and is provided for explanatory purposes.

unsigned long kcalc (unsigned long n0)

{
inti;
unsigned long k;

unsigned long pwrl, pwr2;

unsigned long X;

* get the two's compliment */

2000 Sep 12

19



Philips Semiconductors

Preliminary specification

High-speed IPSec coprocessor VMS115
X=~n0+1;
k=1,
pwrl = 2;
pwr2 = 1;
for (i=2; i < 32; i++)
{
pwrl = pwrl << 1;
pwr2 = pwr2 << 1;
if (((x*k) % pwrl) < pwr2)
k =k;
else
k =k + pwr2;
}
pwr2 = pwr2 << 1;
if ((x*k) < pwr2)
k=k;
else
k=k+ pwr2;
return (Kk);
}
5.2.2.2 Control and Status Register
The Control/Status register provides the command interface to an external processor.
Control/Status Register
31 30 29 28 27 26 25 24
Reserved
23 22 21 20 19 18 17 16
Reserved
15 14 13 12 11 10 9 8
Reserved
7 6 5 4 3 2 1 0
Done Exponent | Reserved | Reserved | Reserved | Reserved | Reserved | Reserved
Bit31:8 Reserved
Bit 7 Done - State Machine Finished - This bit reports the completion of a function oper-
ation. The value of this bit corresponds to the interrupt output pin value.
Bit 6 Exponent - Exponentiate - Writing a one to this bit begins exponentiation. The
exponentiation state machine uses the A, B, N, and E values.
Bit 5:0 Reserved
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5.2.2.3 Number of Bits In the Exponent Register

Only the lower 10 bits (bits[9:0]) of this register are used. In this register a value of zero repre-
sents a 1024 bit exponent. All other values are equal to their real value. The number of bits that
are in the exponent is written to the register prior to an exponentidttus.allows software to

limit or prescan the exponent to increase performance of exponentiation time by not requiring the
hardware to do squaring operations on the final exponents.

5.2.2.4 Pointer Register

The pointer values point to 32 word boundaries in the Operand RAM. The initial A locations are
used for the first exponentiation operation. Then the A and B locations are used to do all of the
rest of the exponentiation operations. If the space is available to have different values in the ini-
tial iIAptr pointer and the Aptr pointer, then the initial A value is preserved. The same holds true
of the initial B value. Since the Operand RAM space is addressable only on 32 word boundaries,
the four bits in the Pointer Register are interpreted as follows:

Pointer Value and Operand RAM Address Correlation

xptr[3] | xptr[2] | xprt[1] | xptr[0] | Operand RAM Address
0 0 0 0 0x080
0 0 0 1 0x0A0
0 0 1 0 0x0CO0
0 0 1 1 Ox0EO

Pointer Register

31 30 29 28 27 26 25 24
Reserved

23 22 21 20 19 18 17 16
iBptr[3] iBptr[2] iBptr[1] iBptr[O] iAptr[3] iAptr[2] iAptr[1] iAptr[0]

15 14 13 12 11 10 9 8
Eptr[3] Eptr[2] Eptr[1] Eptr[0] Nptr[3] Nptr[2] Nptr[1] Nptr[O]

7 6 5 4 3 2 1 0
Bptr[3] Bptr[2] Bptr[1] Bptr[0] Aptr[3] Aptr[2] Aptr[1] Aptr[0]

Bit 31:24 Reserved

Bit 23:20 iBptr [3:0] -Initial B Pointer - The location in the main memory where the initial B
value is stored. The reset/default value of this pointer is 0001.

Bit 19:16 iAptr [3:0] - Initial A Pointer - The location in the main memory where the initial
A value is stored. The reset/default value of this pointer is 0000.

Bit 15:12 Eptr [3:0] - E Pointer - The location in the main memory where the E value is
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stored. The reset/default value of this pointer is 0011.

Bit 11:8  Nptr [3:0] - N Pointer - The location in the main memory where the N value is
stored. The reset/default value of this pointer is 0010.

Bit 7:4 Bptr [3:0] - B Pointer - The location in the main memory where the B value is
stored. The reset/default value of this pointer is 0001.

Bit 3:0 Aptr [3:0] - A Pointer - The location in the main memory where the A value is
stored. The reset/default value of this pointer is 0000.

5.2.2.5 Operand RAM

The Operand RAM is partitioned into four 32-word segments used to store the A, B, N and E val-
ues. The Pointer Register is used to identify which segment is used for which variable (A, B, N or
E).

The Exponentiator expects the bytes within the 32-bit words to be stored big endian (MSB at the
lower address). The words are arranged wtihin the memory space in little endian format (LSW is
stored at the lowest address space. This memory space is word addressable only.

Operand RAM Configuration

0x080 MSB Lss8  |<4— Least Significant Word
% 0x081 MSB LSB
£
o
)
Ox09F MSB LSB
0x0AO0 MSB LSB
; 0Ox0A1 MSB LSB
£
2
»
OxOBF MSB LSB
0x0CO MSB LSB
2 0x0C1 MSB LSB
£
o
n
OxODF MSB LSB
OxO0EO MSB LSB
<
g 0x0E1 MSB LSB
£
&
7}
OXOFF MSB LsB <4— Most Significant Word
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5.3 External Interface

The SSRAM interface is the main interface between the security coprocessor chip, external mem-
ory and the external processor. Address, data, commands and control signals will flow through
this interface.

5.3.1 Register Summary
This section describes the registers required to interface with the security coprocessor.

External Interface Register Summary

Register Address Access Description Reset Value
Interrupt Status Register 0x400 R/WQC Interrupt Status Register ~ 00000¢00h
Interrupt Enable Register] 0x401 R/W Interrupt Enable Register  00000000h
Configuration Register 0x402 R/W Configuration Registe 000000d0h

WOC - Write one to clear.

5.3.1.1 Interrupt Status Register

The interrupt output is generated from the bitwise logical AND of the Interrupt Enable and Status
registers and a logical OR of the resulting bits. That is, if any bit in the resulting bitwise AND is
set, then an interrupt is generated. The interrupt output is active high and should be used as a level
sensitive interrupt by the host.

Interrupt Status Register Configuration

7 6 5 4 3 2 1 0

Expo Done Reserved Reserved ORDY| IRDY Packet Hash Done| DES Dond
Done

Bits 31-8 Reserved

Bit 7 Exponentiator Done - Exponentiator calculation is complete and output is ready.
This bit can be cleared in the Control/Status Register by setting Bit 7 to ‘0’.
0 - Exponentiation is not complete or has not been started.
1 - Exponentiation is complete.

Bit 6-5 Reserved

Bit 4 ORDY - Processed data is available to be read. This is equivalent to the ORDY
output pin. The ORDY output pin is not latched in this register.
0 - ORDY is low.
1 - ORDY is high.

Bit 3 IRDY - The VMS115 is ready to receive incoming data. This is equivalent to the
IRDY output pin. The IRDY output pin is not latched in this register.
0 - IRDY is low.
1 - IRDY is high.

Bit 2 Packet Done - Indicates the entire packet (Total Length in Opcode Register value)
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has been processed, read back and HMAC is done. This bit is reset with a Context
Write or can write ‘1’ to clear (WOC).

0 - Total Length is not expired or HMAC is not done with the packet.

1 - Total Length has expired and HMAC is done with the packet.

Bit 1 Hash Done - Indicates Hash Digest is valid. This bit is reset with a Context Write
or can write ‘1’ to clear (WOC).
0 - Hash Digest is not valid.
1 - Hash Digest is valid.

BitO DES Done - Indicates the DES processing has completed. This bit is reset with a
Context Write or can write ‘1’ to clear (WOC).
0 - DES is not complete.
1 - DES is complete.

5.3.1.2 Interrupt Enable Register
Interrupt Enable Register Configuration
7 6 5 4 3 2 1 0
Expo Done| Reserved Reserved ORDY,| IRDY Packet Hash Done| DES Dong
Done

Bits 31-8 Reserved

Bit 7

Bits 6-5
Bit 4

Bit 3

Bit 2

Bit 1

Bit O

2000 Sep 12

Exponentiator Done - Bit to enable the Exponentiator Done interrupt.
0 - Expo Done Interrupt is disabled.

1 - Expo Done Interrupt is enabled.

Reserved

ORDY - Bit to enable the ORDY interrupt.

0 - ORDY Interrupt disabled.

1 - ORDY Interrupt enabled.

IRDY -Bit to enable the IRDY interrupt.

0 - IRDY Interrupt disabled.

1 - IRDY Interrupt enabled.

Packet Done - Bit to enable the Packet Done interrupt.
0 - Packed Done Interrupt disabled.

1 - Packet Done Interrupt enabled.

Hash Done - Bit to enable the Hash Done interrupt.

0 - Hash Done Interrupt disabled.

1 - Hash Done Interrupt enabled.

DES Done - Bit to enable the DES Done interrupt.

0 - DES Done Interrupt disabled.

1 - DES Done Interrupt enabled.
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5.3.1.3 Configuration Register
Configuration Register Configuration

15 14 13 12 11 10 9 8
Chip ID
7 6 5 4 3 2 1 0
Reserved Reserved Reserved Reserved Reseryed Reserved Reserved Sqft Reset

Bits 31-16 Reserved

Bits 15:8 Chip ID - This byte identifies the version of the chip.

Bits 7-1  Reserved

Bit 0 Soft Reset - Reset the VMS115 chip. Equivalent to the Reset input pin. When the
reset is complete, this bit is set to O.

5.3.2 Reset

Reset can be initiated via the input Reset pin going high or the Reset bit in the Configuration Reg-
ister above. When resetting via the input Reset pin, the input must be held high for a minimum of
one clock cycle to ensure that the VMS115 will exit Reset properly.

The RESET input signal can be asserted and de-asserted asynchronously to the clock input signal.
The VMS115 will re-synchronize the RESET input and hold the part in reset for at least 3 clocks.
Thus, the VMS115 will be ready to respond to external commands (register, context, or packet)
within 4 clocks of RESET being de-asserted or 6 clocks after a write to the soft reset bit in the
Configuration register.

5.3.3 Power Management

The ZZ input (active high) is used to put the VMS115 part into a low power mode. The ZZ input
can be asserted asynchronously to the clock input signal. The ZZ input will be re-synchronized to
the clock input and then gated into the master clock line prior to the clock tree of the device.
Internal logic will guarantee that the clock is stopped on a low phase and effectively ‘stretched’
without glitching. The internal VMS115 clock will be stretched within 5 clocks of the assertion

of the ZZ input. The internal VMS115 clock will resume within 5 clocks of the de-assertion of
the ZZ input.

The VMS115 makes no assumption of the contents of the internal data after a power down cycle
unless the interface is not active throughout the power down cycle. The chip select input must be
de-asserted 5 clocks prior to the assertion of ZZ and remain inactive until 5 clocks after the de-
assertion of ZZ to ensure that the internal data states are not corrupted by the power-down cycle.
One exception to this is the Exponentiator Result RAM contents which are NOT valid following a
sleep mode cycle.
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Sleep Mode Timing Diagram
CLK Jmmmjmmﬂmm

77

CEL

mernal [ L L LM UL LT NiipEpEpERENIIpEREN

CLK

4— 5clocks ——p»{—— 5 clocks minimum ——Fp»|—— 5 clocks —>|d—— 5 clocks ——p>

5.3.4 Data Transfer

This section includes timing diagrams for external access of the VMS115 chip. Diagrams are
included for Single Register Access, Multiple Register Access, Context Write, Context Read,
Packet Data Write, Packet Data Read and Back-to-Back Access.

5.3.4.1 Single Register Access

The external interface to the VMS115 consists of three types of commands in which data can be
transferred into and out of the VMS115 device. The commands are determined by the CMD[2:0]
inputs. The first command type is the register access. The register command will use the address
A[10:0]to decode the location within the register space of the VMS115. The address input to the
VMS115 is ignored for all commands other than the register command.

Single Register Access

cu<Fﬂ_fﬂ_IT_IT_IT_IT_IT_IT_H

CE_ L_\——/ T
CMD[2:0] — 1 Lo X
pA———O 1 ———— 1 —

Regisfer Write | Repister Read | Register Write

D = Driven by VMS115

5.3.4.2 Multiple Register Access

The register access can be extended for multiple clocks by keeping the CE_L chip select low and
a constant value on the CMDJ[2:0] inputs. The address is decoded for each clock of a multi-regis-
ter command access.
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Multiple Register Access

i e e Bl e e e e

CEL Vb —+/

CMD[2:0] — T F————{ @]
A—LtaTelelr——F-To TeF—""—
pQ — AT ETg——— [olet—

i Multipje Register Write { Multiple Registef Read
4 ; ; ; > < ; : ; g

D = Driven by VMS115

5.3.4.3 Back-to-Back Access
The CMD[2] bit can be treated as a read/write signal for the VMS115 device. A back to back

access is defined as an access where the CMDJ[2] bit changes. The CMD[1:0] bits can change on
any clock cycle.

5.3.4.3.1 Back-to-Back Packet/Context Access

The transition from a Packet/Context write (CMDJ[2:1] = ‘11’) to a any read (CMD[2:1] = ‘'0x’)

can occur from one clock cycle to the next. A transition from any read to any write must be sepa-
rated by two (2) clocks of CE_L = ‘1" and no bus activity to ensure that there is no data conten-
tion.

Back-to-Back Packet/Context Access

‘1 i2 i3 i4 5 i 7

Miplininlalnlinlnl
-/

CE L: \ / \_
CMD[ZO] ——[ 11x |—] oxx | [1xx }
A —AE] <]
DQ A ] &) ]
Packet/Cantext Weite AnyWrite
4— 44—
Any Read

D = Driven by VMS115

NOTE: Read followed by a write requires 2 clocks to ensure no data contention
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5.3.4.3.2 Back-to-Back Register Access

The transition from a Register write (CMD[2:0] = ‘10’) to a Register read (CMD[2:1] = ‘00’)
must be separated by one clock of CE_L =‘1’. A transition from a Register Write (CMD[2:1] =
‘10’) to a Packet/Context Read (CMD[2:1] = ‘01’) can occur from one clock cycle to the next.
When performing a register write to either Context Pointer, the Context Pointer will be updated
two clocks following the register write data.

Back-to-Back Register Access

9 10

ck [ e e

CEL L/ \__ /T T/
cmD[2:0] — [ —{Ed————— o]
A ———TE] Ca{e]

DQ i E,Aj : E { E : E
Register Writeé Registeir Write,
—P:
— : : — : :
Register Read Packet/Context Read

D = Driven by VMS115

5.3.4.4 Context Write

The context data write can be performed at any time without regard to the IRDY signal (see tim-
ing diagram). However, the IRDY signal is cleared after a packet has been processed and the con-
text (HMAC digest) has been read from the VMS115 device. Therefore, the IRDY signal can be
used by the DMA to queue up the next context to be sent once IRDY is asserted. The context
write uses the context write pointer to determine the word (4 bytes) within the context table that is
updated. A register command (read or write) will not clear the context write pointer. The context
write pointer will be reset to zero when any command other than a context data write or register
command occurs.

The context data write command will flush the state machines and ensure that the VMS115
returns to a beginning of packet state. The contents of the context data are not flushed on a con-
text write. Therefore, only the information that changes from packet to packet needs to be
changed in the context write table.
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Context Write Timing Diagram

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

CLK LI LI 1t e e e e e
CE.L /T \ N
CMD[2:0] m——C—mr o Be}——(xiT)
A X<] L xx— 1 31 (A1 X<]

DO ol R WP K] el =1 co]
IRDY — i St bl -
ORDY ™77 i e 0 D R T

Note: ‘other’ is any code other than context write (110) or register (X00) and context pointer will reset to zero
Note: context write will flush all state machines and reset ORDY and IRDY

5.3.4.5 Context Read

The context data read can be performed at any time without regard to the ORDY signal (see tim-
ing diagram). However, the ORDY signal is used at the end of a packet to signal that the HMAC
digest is ready to be read as part of the context. Therefore, the ORDY signal can be used to queue
a DMA transaction that will read the HMAC digest at the proper time. The context read pointer is
used to determine the value that is read from the context read table. The context read pointer is
incremented after every read of the context read table. A register access will not reset the context
read pointer.

Context Read Timing Diagram

1 2 3 4 5 6 7 8 io9 10 (11 :12 :13 (14 :15 :16
ck 11 e e
CE_L \_ \ \_: \_ L/
cMD2) o —— 0 5o
A B30 G — 00
DQ CO—— [ e e —— A ——(&] e
IRDY -~
ORDY i/ \

|:| = Driven by VMS115

Note: ‘other’ is any code other than context read (010) or register (X00) and context pointer will reset to zero

5.3.4.6 Packet Data Write

The packet data is transferred into the VMS115 device with the packet data write command. The
IRDY signal must be high before starting the packet data write command (see timing diagram). If
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IRDY is high, the host can (and should unless at end of packet) transfer 8 words (32 bytes) of
information into the VMS115 before re-sampling IRDY. The packet data write may ignore the
ORDY signal. The IRDY will be updated based on having 32 or more bytes available in the In-
Place Buffer. The IRDY signal will be valid one clock after the write data is sampled.

Packet Data Write Timing Diagram

1 2 3 4 5 6 7 8 9 10 11 12 :13 14 ;15 ;16
(o718 Iy oy )y oy I Y s L B
CE_L /N T\ \_i/ \
CMD[2:0] E——C o 0 e —{ 0]
DQ [P0] [ EPl EPz P3 [———] EP4 P5 | [A] { EPe P7 —
IRDY i/ \ \ \ \ \ \
ORDY +---%---- —m-mEm - e Bl —--—F- o e e e i -m-—E- -

Note: IRDY should only be sampled before PO-P7 transfer is started
Note: 8 words (32 bytes) must be transferred once a write has started before IRDY is re-sampled

5.3.4.7 Packet Data Read

The packet data read is used to retrieve data from the VMS115. The ORDY signal used to signal
that 32 bytes or more (except for end of packet) are ready to be read from the VMS115 (see timing
diagram). The ORDY output will be updated one clock after the read data is transferred out of the
VMS115. The IRDY signal can be ignored for packet data read commands. If ORDY is high, the
host can (and should except for end of packet) transfer 8 words (32 bytes) of information out of
the VMS115 before re-sampling the ORDY output.

Packet Data Read Timing Diagram

1 2 3 4 5 6 7 8 9 10, 11, 12, 13, 14, 15 16, 17

CLK A e e e e e e e e e
CE L /T /T am iV am
CMD[2:0] [010] C 010 ——71] o010 | @ [ o |
A I_x'_x'_I [ XX ——] XX ] E E
DQ @ =p1|p2|pf3|__| p4|p§5: E [P6 [P7]—
13102 2SN NN SRS SR MU NNON SRS SOV SN NOUNUNS NS SO SIS O AN AN R
ORDY _ T WA WY W

|:| = Driven by VMS115

Note: ORDY should only be sampled before PO-P7 transfer is started
Note: 8 words (32 bytes) must be transferred once a read has started before ORDY is re-sampled
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5.3.5 Data Format

The data format into and out of the VMS115 chip is little endian. The data will be switched to big
endian for storage internally to the chip. All of the register accesses will be little endian access
(since there are no byte enables, the bit placement is the only information that has bearing).

Data Format (Endianess) Diagram

SSRAM Interface into VMS115 Internal Memory and IPSec Processor
31 0 0
00 3 2 1 0 00
o1 7 6 5 4 01
02 02
11 10 9 8
03 03
12
71615141312 |1])]0 ofj1f2)13f4516]7
hlgfflefd]lc]b]a hfglfleljdfc|]b]a

Bit ‘a’ is the first bit received within the byte. The data will be stored in the Hash Block of the IPSec
Processor in the same format as the internal memory. The MD5 (little) and SHA-1 (big) algorthim will
process the data according to the hash specification for endianness.

DES operation on bytes 5 to 12 will generate a word per the
FIPS DES specfication

< >« > t—p
Word 01 Bits 8:31 Word 02 Bits 0:31 Word 03 Bits 0:7
DES Bits 1:24 DES Bits 25:57 DES Bits 58:64

5.3.5.1 Data Format Examples and Test Cases

The following test cases represent the data format of data into and out of the VMS115 chip.
These test cases simulate realistic operations that the VMS115 chip may perform and provide the
input and output data in its proper format. The test cases provided are:

. Encrypt - ECB - DES

. Encrypt - CBC- DES

. Encrypt - CBC - 3DES
. Decrypt - CBC - 3DES
. Hash - SHA-1

. Hash - MD5

OO~ WNE
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7. HMAC - SHA-1 (with pre-compute)
8. HMAC - MD5 (with pre-compute)

5.3.5.1.1 TestCase 1: Encrypt - ECB - DES
Context Data Values

Context Field Value

Total Byte Length 0x001D (29)

HASH Byte Length| 0x0000 (0)

HASH Byte Offset | 0x0000 (0)

DES Byte Length 0x0018 (24)

DES Byte Offset 0x0003 (3)

HASH Mode DISABLED-ZERO-LENGTH
HASH Type MD5
DES Mode ENCRYPT-ECB-DES

Context Write/Read Data

Context Field Write Data Read Data
Digest n/a 0x67452301
n/a OXEFCDABS89
n/a 0x98BADCFE
n/a 0x10325476
n/a OxFOE1D2C3
OpCode 0x001D001A same
Length (Qx00000018 same
Offset 0x00000003 same
DES IV 0x78563412 same
OXxEFCDAB90 same
IPAD Key 0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
OPAD Key 0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
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Context Write/Read Data

Context Field Write Data Read Data
DES Key 0 0x67452301 same
OXEFCDAB89 same
DES Key 1 0x00000000 same
0x00000000 same
DES Key 2 0x00000000 same
0x00000000 same
Packet Information
Packet Write Data Read Data
d... 4E 333231 3F------
dddd 692077 6F 98 8A OE A4
dddd 68742073 6A 15484D
dddd 69742065 AB 871727
dddd 66 20 656D 89F98388
dddd 6120726F 4BEC513D
.ddd 2E206C6C --533B56
***. ******OA *%k kk kk __
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5.3.5.1.2 Test Case 2: Encrypt- CBC - DES

2000 Sep 12

Context Data

Context Field

Value

Total Byte Length

0x001D (29)

HASH Byte Length

0x0000 (0)

HASH Byte Offset

0x0000 (0)

DES Byte Length

0x0018 (24)

DES Byte Offset

0x0003 (3)

HASH Mode DISABLED-ZERO-LENGTH
HASH Type SHA-1
DES Mode ENCRYPT-CBC-DES

Context Write/Read Data

Context Field Write Data Read Data
Digest n/a 0x1234567
n/a 0x89ABCDEF
n/a OXxFEDCBA98
n/a 0x76543210
n/a OxFOE1D2C3
OpCode 0x001D0016 same
Length (0x00000018 same
Offset 0x00000003 same
DES IV 0x78563412 0x49883768
OXEFCDAB90 0xF6057C9A
IPAD Key 0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
OPAD Key 0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
DES Key 0 0x67452301 same
OxEFCDABS89 same
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Context Write/Read Data

Context Field Write Data Read Data
DES Key 1 0x00000000 same
0x00000000 same
DES Key 2 0x00000000 same
0x00000000 same
Packet Information
Packet Write Data Read Data
d... 4E 333231 E5 -- -- --
dddd 692077 6F 87DECDC7
dddd 68742073 437CF22B
dddd 69742065 8C0034E9
dddd 6620 656D 68 0F 9C 38
dddd 6120726F 9A 49 88 37
.ddd 2E206C6C --F6057C
***' ******OA *k kk kk __
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5.3.5.1.3 Test Case 3: Encrypt - CBC - 3DES
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Context Data

Context Field

Value

Total Byte Length

0x001D (29)

HASH Byte Length

0x0000 (0)

HASH Byte Offset

0x0000 (0)

DES Byte Length

0x0018 (24)

DES Byte Offset

0x0003 (3)

HASH Mode DISABLED-ZERO-
LENGTH

HASH Type SHA-1

DES Mode ENCRYPT-CBC-3DES

Context Write/Read Data

Context Field Write Data Read Data
Digest n/a 0x1234567
n/a O0x89ABCDEF
n/a OxFEDCBA98
n/a 0x76543210
n/a OXFOE1D2C3
OpCode hx001D0017 same
Length 0x00000018 same
Offset 0x00000003 same
DES IV 0x78563412 Ox2DFE3DA2
OxEFCDAB90 OxE1818BAD
IPAD Key 0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
OPAD Key 0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
DES Key 0 0x67452301 same
OXEFCDABS89 same
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Context Write/Read Data

Context Field Write Data Read Data
DES Key 1 0x07060504 same
0x03020100 same
DES Key 2 0x88776655 same
0x44332211 same
Packet Information
Packet Write Data Read Data
d... 4E 333231 1A ---- --
dddd 6920 77 6F CC6F 26 8E
dddd 68742073 E67546 F3
dddd 69 74 20 65 9CB6F542
dddd 66 20 65 6D A201D7B8
dddd 6120726F AD 2D FE 3D
.ddd 2E206C6C --E1818B
***. ******OA *k kk kk __

5.3.5.1.4 Test Case 4. Decrypt - CBC - 3DES

Context Data

Context Field Value

Total Byte Length 0x001D (29)

HASH Byte Length| 0x0000 (0)

HASH Byte Offset | 0x0000 (0)

DES Byte Length 0x0018 (24)

DES Byte Offset 0x0003 (3)

HASH Mode DISABLED-ZERO-LENGTH
HASH Type SHA-1
DES Mode DECRYPT-CBC-3DES
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Context Write/Read Data

Context Field Write Data Read Data
Digest n/a 0x01234567
n/a Ox89ABCDEF
n/a OXxFEDCBA98
n/a 0x76543210
n/a OxFOE1D2C3
OpCode PDx001D0015 same
Length 0x00000018 same
Offset 0xP0000003 same
DES IV 0x78563412 Ox2DFE3DA2
OXEFCDAB90 OxE1818BAD
IPAD Key 0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
OPAD Key 0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
DES Key 0 0x67452301 same
OXEFCDAB89 same
DES Key 1 0x07060504 same
0x03020100 same
DES Key 2 0x88776655 same
0x44332211 same
Packet Information
Packet Write Data Read Data
d... 1A 333231 4E -- -- --
dddd CC6F 26 8E 692077 6F
dddd E67546 F3 68742073
dddd 9CB6F542 69742065
dddd A201D7BS8 66 20 65 6D
dddd AD 2D FE 3D 6120726F
.ddd 2EE1818B --206C6C
***. ******OA *k kk kk __
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5.3.5.1.5 Test Case 5: Hash - SHA-1

Algorithmic
Constant

2000 Sep 12

- —t

Packet Data )1

SHA-1

‘FlDigest Lt

Context Data

Packet Data

SHA-1

Context Field

Value

Total Byte Length

0x0040 (64)

HASH Byte Length

0x0038 (56)

HASH Byte Offset | 0x0000 (0)

DES Byte Length 0x0000 (0)

DES Byte Offset 0x0000 (0)

HASH Mode HASH

HASH Type SHA-1

DES Mode DISABLED-ZERO-LENGTH

Context Write/Read Data

Context Field Write Data Read Data

Digest n/a 0x443E9884
n/a Ox6ED23B1C
n/a OxA14AAEBA

n/a O0xE52951F9

n/a OxF17046E5

OpCode 0x00400020 same
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Context Write/Read Data

Context Field Write Data Read Data
Length 0x00380000 same
Offset 0x00000000 same
DES IV 0x00000000 same

0x00000000 same
IPAD Key 0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
OPAD Key 0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
DES Key 0 0x00000000 same
0x00000000 same
DES Key 1 0x00000000 same
0x00000000 same
DES Key 2 0x00000000 same
0x00000000 same
Packet Information

Packet Write Data Read Data
hhhh 64 63 62 61
hhhh 65 64 63 62
hhhh 66 65 64 63
hhhh 67 66 65 64
hhhh 68 67 66 65
hhhh 69 68 67 66
hhhh 6A 69 68 67
hhhh 6B 6A 69 68
hhhh 6C 6B 6A 69
hhhh 6D 6C 6B 6A
hhhh 6E 6D 6C 6B
hhhh 6F 6E 6D 6C
hhhh 70 6F 6E 6D
hhhh 71 70 6F 6E
00 00 00 OA e
00 00 00 00 e e
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5.3.5.1.6 Test Case 6: Hash - MD5

Algorithmic
Constant
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>

(Fackeroaah

MD5

Context Data

MD5

Context Field

Value

Total Byte Length

0x0020 (32)

HASH Byte Length

OXO000E (14)

HASH Byte Offset | 0x0000 (0)

DES Byte Length 0x0000 (0)

DES Byte Offset 0x0000 (0)

HASH Mode HASH

HASH Type MD5

DES Mode DISABLED-ZERO-LENGTH

Context Write/Read Data

Context Field Write Data Read Data
Digest n/a 0x7D696BF9
n/a 0x8D93B77C
n/a 0x312F5A52
n/a 0xDO61F1AA
n/a O0xFOE1D2C3
OpCode Dx00200028 same
Length 0x000E0000 dame
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Context Write/Read Data

Context Field Write Data Read Data
Offset 0xP0000000 same
DES IV 0x00000000 same
0x00000000 same
IPAD Key 0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
OPAD Key 0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
DES Key 0 0x00000000 same
0x00000000 same
DES Key 1 0x00000000 same
0x00000000 same
DES Key 2 0x00000000 same
0x00000000 same
Packet Information
Packet Write Data Read Data
hhhh 73 73 65 6D
hhhh 206567 61
hhhh 65 67 69 64
..hh 00 0A 7473
00 00 00 00 - e
00 00 00 00 ————— -
00 00 00 00 ———— -
00 00 00 00 ————--

5.3.5.1.7 Test Case 7: HMAC - SHA-1 (with pre-compute)

IPAD Computation

IPAD = 0x36363636

2000 Sep 12
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(_IPAD xor HMAC Key)

L]

Algorithmic
Constant >

SHA-1 [

IPAD Key

Pre-Computed

HMAC Generation Data

HMAC Key IPAD xor HMAC Key OPAD xor HMAC Key
0x0b0b0Ob0Ob 0x3d3d3d3d 0x57575757
0x0b0b0ObOb 0x3d3d3d3d 0x57575757
0x0b0b0Ob0Ob 0x3d3d3d3d 0x57575757
0x0b0b0ObO0Ob 0x3d3d3d3d 0x57575757
0x0b0b0b0b 0x3d3d3d3d 0x57575757
0x00000000 0x36363636 0x5ch5chehe
0x00000000 0x36363636 0x5c5c5che
0x00000000 0x36363636 0x5c5c5c5¢
0x00000000 0x36363636 0x5c5c¢c5c¢5¢
0x00000000 0x36363636 0x5chchehe
0x00000000 0x36363636 0x5chchehe
0x00000000 0x36363636 0x5c5c5c5hce
0x00000000 0x36363636 0x5c5c5c¢5¢
0x00000000 0x36363636 0x5chcheshe
0x00000000 0x36363636 0x5c5chcehe
0x00000000 0x36363636 0x5c5c5che

Context Data
Context Field Value

Total Byte Length 0x0040 (64)

HASH Byte Length| 0x0040 (64)

HASH Byte Offset | 0x0000 (0)
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Context Data

Context Field Value
DES Byte Length 0x0000 (0)
DES Byte Offset 0x0000 (0)
HASH Mode PRECOMPUTE
HASH Type SHA-1
DES Mode DISABLED-ZERO-LENGTH

Context Write/Read Data

Context Field Write Data Read Data
Digest n/a 0x2A664C06
n/a 0xBOD16ECC
n/a OxBO9AFA6C
n/a Ox7F132F04
n/a OXEB70A5CE
OpCode )x00400120 same
Length 000400000 same
Offset 0x00000000 same
DES IV 0x00000000 same
0x00000000 same
IPAD Key 0x01234567 same
Ox89ABCDEF same
OxFEDCBA98 same
0x76543210 same
OxFOE1D2C3 same
OPAD Key 0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
DES Key 0 0x00000000 same
0x00000000 same
DES Key 1 0x00000000 same
0x00000000 same
DES Key 2 0x00000000 same
0x00000000 same
44



Philips Semiconductors Preliminary specification

High-speed IPSec coprocessor VMS115

Packet Information

Packet Write Data Read Data
hhhh 3D 3D 3D 3D
hhhh 3D 3D 3D 3D
hhhh 3D 3D 3D 3D
hhhh 3D 3D 3D 3D
hhhh 3D 3D 3D 3D
hhhh 36 36 36 36
hhhh 36 36 36 36
hhhh 36 36 36 36
hhhh 36 36 36 36
hhhh 36 36 36 36
hhhh 36 36 36 36
hhhh 36 36 36 36
hhhh 36 36 36 36
hhhh 36 36 36 36
hhhh 36 36 36 36
hhhh 36 36 36 36

OPAD Computation
OPAD = 0x5C5C5C5C

Algorithmic
Constant

(_OPAD xor HMAC Key)

Y

—  SHA-1 —= OPAD Key|

Pre-Computed

L - - - - _ - - - - - .|

Context Data

Context Field Value

Total Byte Length | 0x0040 (64)
HASH Byte Length| 0x0040 (64)
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Context Data

Context Field Value
HASH Byte Offset | 0x0000 (0)
DES Byte Length | 0x0000 (0)
DES Byte Offset | 0x0000 (0)
HASH Mode PRECOMPUTE
HASH Type SHA-1
DES Mode DISABLED-ZERO-LENGTH|
Context Write/Read Data
Context Field Write Data Read Data
Digest n/a 0xCCCC2AD6
n/a O0xB3986A7E
n/a 0x025B01DF
n/a 0OxE0C385D8
n/a 0xCB84D19B
OpCode Dx00400120 same
Length 0x00400000 same
Offset 0xP0000000 same
DES IV 0x00000000 same
0x00000000 same
IPAD Key 0x01234567 same
O0x89ABCDEF same
OXFEDCBA98 same
0x76543210 same
OxFOE1D2C3 same
OPAD Key 0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
DES Key 0 0x00000000 same
0x00000000 same
DES Key 1 0x00000000 same
0x00000000 same
DES Key 2 0x00000000 same
0x00000000 same
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Packet Information
Packet Write Data Read Data
h hhh 57 57 57 57
h hhh 57 57 57 57
h hhh 57 57 57 57
h hhh 57 57 57 57
h hhh 57 57 57 57
h hhh 5C 5C 5C 5C ce e - -
h hhh 5C 5C 5C 5C ce e - -
h hhh 5C 5C 5C 5C ce e - -
h hhh 5C 5C 5C 5C ce e - -
h hhh 5C 5C 5C 5C ce e - -
h hhh 5C 5C 5C 5C ce e - -
h hhh 5C 5C 5C 5C ce e - -
h hhh 5C 5C 5C 5C ce e - -
h hhh 5C 5C 5C 5C ce e - -
h hhh 5C 5C 5C 5C ce e - -
h hhh 5C 5C 5C 5C ce e - -
HMAC Computation
Packe Data]
'PADKWI" SHA-1 "IDigest .- | sHAA

2000 Sep 12

OPAD Key

SHA-1

Context Data

Context Field Value
Total ByteLength | OXx0008 ( 8)
HASH Byte Length | 0X0008 ( 8)
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Context Data

Context Field Value
HASH Byte Offset | 0x0000 (0)
DES Byte Length | 0x0000 (0)
DES Byte Offset | 0x0000 (0)
HASH Mode HMAC
HASH Type SHA-1
DES Mode DISABLED-ZERO-LENGTHl

Context Write/Read Data

Context Field Write Data Read Data
Digest n/a 0x863117B6
n/a 0x64720555
n/a 0xB6C0O8BE2
n/a Ox8E8C37FB
n/a Ox00BE46F1
OpCode Dx00080080 same
Length 0x00080000 same
Offset 0xP0000000 same
DES IV 0x00000000 same
0x00000000 same
IPAD Key 0x2A664C06 same
0xBOD16ECC same
OxBO9AFAGC same
Ox7F132F04 same
OXxEB70A5CE same
OPAD Key 0xCCCC2AD6 same
OxB3986A7E same
0x025B01DF same
OxEO0C385D8 same
0xCB84D19B same
DES Key 0 0x00000000 same
0x00000000 same
DES Key 1 0x00000000 same
0x00000000 same
DES Key 2 0x00000000 same
0x00000000 same
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Packet Information

Packet Write Data Read Data
hhhh 54206948 -
hhhh 65726568

5.3.5.1.8 Test Case 8: HMAC - MD5 (with pre-compute)

IPAD Computation
IPAD = 0x36363636

(IPAD xor HMAC Key)

Algorithmic ——
Constant PP MD5 ] IPAD Key

Pre-Computed
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HMAC Generation Data

HMAC key IPAD OPAD
0x4a656665 0x7c535053 0x16393a39
0x00000000 0x36363636 | Ox5c5c5c5c
0x00000000 0x36363636 0x5c¢c5c5c¢5¢
0x00000000 0x36363636 | 0Ox5c5c5c5¢
0x00000000 0x36363636 0x5c5c5chce
0x00000000 0x36363636 | Ox5c5chche
0x00000000 0x36363636 0x5c¢c5c5c5c
0x00000000 0x36363636 0x5c5c5chce
0x00000000 0x36363636 0x5c5c5c¢hc
0x00000000 0x36363636 0x5c¢c5c5¢5¢
0x00000000 0x36363636 | Ox5c5chchc
0x00000000 0x36363636 0x5c¢c5c¢c5¢5¢
0x00000000 0x36363636 | 0Ox5c5c5c5c
0x00000000 0x36363636 0x5c5c5chce
0x00000000 0x36363636 | Ox5c5chche
0x00000000 0x36363636 | Ox5c5c5c5c

Context Data

Context Field Value
Total Byte Length | 0x0040 (64)
HASH Byte Length| 0x0040 (64)
HASH Byte Offset | 0x0000 (0)
DES Byte Length | 0x0000 (0)
DES Byte Offset | 0x0000 (0)
HASH Mode PRECOMPUTE
HASH Type MD5
DES Mode

DISABLED-ZERO-LENGTHl

Context Write/Read Data

2000 Sep 12

Context Write Read
Digest n/a 0xCB6180ES8
n/a 0x2FA83EA8
n/a 0x43278D6C
n/a 0xB9526934
n/a 0xFOE1D2C3
OpCode 0x00400128 same
50




Philips Semiconductors

Preliminary specification

High-speed IPSec coprocessor

VMS115

2000 Sep 12

Context Write/Read Data

Context Write Read
Length 0x00400000 same
Offset 0x00000000 same
DES IV 0x00000000 same

0x00000000 same
IPAD Key 0x67452301 same
OXEFCDABS89 same
0x98BADCFE same
0x10325476 same
0x00000000 same
OPAD Key 0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
DES Key 0 0x00000000 same
0x00000000 same
DES Key 1 0x00000000 same
0x00000000 same
DES Key 2 0x00000000 same
0x00000000 same
Packet Information

Packet Write Data Read Data
hhhh 535053 7C
hhhh 36 36 36 36
hhhh 36 36 36 36
hhhh 36 36 36 36
hhhh 36 36 36 36
hhhh 36 36 36 36
hhhh 36 36 36 36
hhhh 36 36 36 36
hhhh 36 36 36 36
hhhh 36 36 36 36
hhhh 36 36 36 36
hhhh 36 36 36 36
hhhh 36 36 36 36
hhhh 36 36 36 36
hhhh 36 36 36 36
hhhh 36 36 36 36
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OPAD Computation
OPAD = 0x5C5C5C5C

Algorithmic
Constant

(_OPAD xor HMAC Key)

—p» MD5 —»OPADKe!

Pre-Computed

L - -~ -—_=-—-_ _ __ __— __ — |

Context Data

Context Field Value

Total Byte Length 0x0040 (64)

HASH Byte Length| 0x0040 (64)

HASH Byte Offset | 0x0000 (0)

DES Byte Length | 0x0000 (0)

DES Byte Offset 0x0000 (0)

HASH Mode PRECOMPUTE
HASH Type MD5
DES Mode DISABLED-ZERO-LENGTH

Context Write/Read Data

Context Write Read
Digest n/a 0x53F5670C
n/a 0x4D4CAS5E3
n/a OXOF66FACA
n/a 0x781F2AB7
n/a OXFOE1D2C3
OpCode Dx00400128 same
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Context Write/Read Data

Context Write Read
Length 000400000 same
Offset 0x00000000 same
DES IV 0x00000000 same

0x00000000 same
IPAD Key 0x67452301 same
OXEFCDABS89 same
0x98BADCFE same
0x10325476 same
0x00000000 same
OPAD Key 0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
0x00000000 same
DES Key 0 0x00000000 same
0x00000000 same
DES Key 1 0x00000000 same
0x00000000 same
DES Key 2 0x00000000 same
0x00000000 same
Packet Information

Packet Write Data Read Data
hhhh 393A 3916
hhhh 5C5C5C5C
hhhh 5C5C5C5C
hhhh 5C5C5C5C
hhhh 5C5C5C5C
hhhh 5C 5C5C5C
hhhh 5C5C5C5C
hhhh 5C5C5C5C
hhhh 5C5C5C5C
hhhh 5C5C5C5C
hhhh 5C5C5C5C
hhhh 5C5C5C5C
hhhh 5C5C5C5C
hhhh 5C5C5C5C
hhhh 5C5C5C5C
hhhh 5C5C5C5C
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HMAC Computation
Gy
IPAD Key [ #1 mD5 [®Digest{#®- - -| MD5
OPAD Key#-| MD5 —PI HMAC

2000 Sep 12

Context Data

Context Field

Value

Total Byte Length

0x001D (29)

HASH Byte Length

0x001C (28)

HASH Byte Offset | 0x0001 (1)

DES Byte Length 0x0000 (0)

DES Byte Offset 0x0000 (0)

HASH Mode HMAC

HASH Type MD5

DES Mode DISABLED-ZERO-LENGTH

Context Write/Read Data

Context Write Read

Digest n/a 0x3E780C75
n/a 0x03B5B0O6A
n/a O0x316EABEA
n/a 0x38B75D0A
n/a OxFOE1D2C3

OpCode Dx001D0088 same

Length 0x001C0000 same

Offset 0x00010000 same
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Context Write/Read Data

Context Write Read
DES IV 0x00000000 same
0x00000000 same
IPAD Key OxE88061CB same
OxA83EA82F same
0x6C8D2743 same
0x346952B9 same
OxFOE1D2C3 same
OPAD Key 0Ox0C67F553 same
0OXE3A54C4D same
OxCAFAG660F same
OxB72A1F78 same
OxFOE1D2C3 same
DES Key 0 0x00000000 same
0x00000000 same
DES Key 1 0x00000000 same
0x00000000 same
DES Key 2 0x00000000 same
0x00000000 same
Packet Information

Packet Write Data Read Data
hhh. 6168 77 25
hhhh 6F 64 20 74
hhhh 206179 20
hhhh 74 6E 61 77
hhhh 72 6F 66 20
hhhh 74 6F 6E 20
hhhh 67 6E 69 68
***h ******3': *k kk k% __
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6 AC Parameters and Timing

This section describes the timings for each of the VMS115 interfaces. Propagation delays, setup
and hold times are specified for each interface. The following diagrams illustrate the timings rel-
ative to CLK and the tables define the timings for each specific interface.

All timings assume 3.3 +/- 5% volts # ® 125 C junction and Bto 7 C ambient.

6.1 Input Timing

Setup and Hold Timing Diagrams

cek 1 L1 L1 L1 1

g, -
th |¢
Inputs | |
Input Timings Table

Signal | tg, Setup Time (nS)| t, Hold Time (nS) Notes
CE_L 2.5 1.5
CMD 25 15
A 2.5 15
DQ 25 15

Note: Input signals ZZ and RESET are asynchronous inputs.
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6.2 Output Timings

6.2.1 Propagation Delay Timing
Propagation Delay Timing Diagram
> tpf ¢
N
_> tpr 4_
-/

Output

Output

t,+ - Propagation fall delay (high-to-low transition)
t,, - Propagation rise delay (low-to-high transition)

Timings are measured between 50% of rise and fall points.
20pF Output Interface Propagation Delay Table

t,r Propagation Delay | t; Propagation Delay
Signal Notes
Min (ns) | Max (ns) | Min (ns) | Max (ns)
TXRDY 3.38 7.17 3.56 6.87
RxRDY 3.35 7.15 3.52 6.82
INT 3.25 6.96 3.30 6.44
DQ 1.90 6.51 1.98 6.59 Min time results from PAD OGN
transitioning from 0 to 1.
OpF Output Interface Propagation Delay Table
t,r Propagation Delay | t Propagation Delay
Signal Notes
Min (ns) | Max (ns) | Min(ns) | Max (ns)
TXRDY 2.08 4.16 2.12 4.11
RxRDY 2.05 4.15 2.07 4.05
INT 1.96 3.99 1.87 3.72
DQ 1.75 3.95 1.75 3.93 Min time results from PAD OHE
transitioning from 0 to 1.
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6.3 Clocks

This section defines the minimum low and minimum high times as well as the minimum clock
period for the VMS115 clocks.

2000 Sep 12

CLK

High [

Low

[ I 1

- Period
Clock Timings
Clock Minimum Low (ns) Minimum High (ns) Minimum Period (ns)
CLK 6.25

6.25

12.5
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7 DC Parameters
Absolute Maximum Ratings

Symbol Parameter Min Max Units | Notes
VIP \oltage Applied to Any Pin VDD * 1.5 \% 1
TS Storage Temperature | _4q° +12% C 1

Recommended DC Operating Conditions - 3.3 volts CMOS

Symbol Parameter Min Max VDD Units | Notes
VIH Input High \Voltage .7*VDD VDD + 0.3V 2.70 to 3.63V \% 2
VIL Input Low \oltage -0.5vV .3*VDD 2.70 to 3.63V \% 2
VOH Output High Woltage VSS - 0.1V 2.70V \Y
VOL Output Low Voltage VSS + 0.1V 2.70V \%

T Operating Temperature 0° +70° c

Recommended DC Operating Conditions - TTL Inputs

Symbol Parameter Min Max VDD Units
VIH Input High Voltage 2.0V VDD + 0.5V 2.97 to 3.63V \%
VIL Input Low Voltage -0.5v 0.8v 2.97 to 3.63V \%

T Operating Temperature o° +70° Ambient C

DC Characteristics

Symbol Parameter Min Max | Units | Notes

IDD Supply Current 1.0 mA
ILATCH | DC latch-up current 7oc | *+/- 100 mA
VLATCH | [atch-up voltage 70C | VDD + 1.5V Y

IIN Input Leakage Current 10. pA

CIN Input Capacitance 3.92p pF

Notes:

1. These are stress ratings only. Exceeding the absolute maximum ratings may permanently damage the device.
Operating the device at absolute ratings for extended periods may affect device reliability, and void the warranty.

2. \oltages measured with respect to VSS.
3. All timings reference VLSI Technology, Inc. 0183.3V-Core, 3.3V /O, Cell-Based Libraries-Rev. A
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8 Power Dissipation

The estimated power dissipation for the VMS115 is defined in the following table. Power figures
are included for 80MHz operation only.

VMS115 Power Dissipation

Mode Power Dissipation Switching Rate Frequency vdd
Operating 360 mA 10% 80MHz 3.3 volts
Sleep 10 mA 0% 80MHz 3.3 volts

Note: Core is 3.3 volts, pads are 3.3 volts.
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9 Pinout

The VMS115 is packaged in a 100 MQFP package.

VMS115 100 MQFP Pinout

2000 Sep 12

Pin Name Pin # Type Description
System Interface
CLK 89 IT System Clock: This input is the master clock input used to dgrive
all internal clock signals.

RESET_L 31 ITS Reset (active low): This input is the global reset signal that pill
trigger and entire chip reset. This signal can be asserted asyn-
chronous to CLK. The signal must be asserted for one CLK
period to ensure exit of the reset state.

INT 40 ocC Interrupt (active high): Indicates that any enabled interrupt i
pending.

YA 83 IT Sleep: Thisinputis used to put the part in a sleep mode. In §leep
mode the chip operates in a reduced power consumption maode.
SSRAM Interface

CE_L 97 IT Chip Enable (active low): Must be asserted for all data transfers
to the VMS115 chip. The VMS115 will ignore all bus activity
when CE_L is not asserted.

CMD[2:0] 87,86,85 IT Command: These inputs are used to communicate the comynand
to the chip.
00x - Read register space
010 - Read Packet Data.

011 - Read context.
10x - Write register space
110 - Write packet data.
111 - Write context
A[10:0] 44,81,82, IT Address: Register address of memory location that is writtenjor
99,100, read.
32,33,34,
35,37,38
DQI[31:0] 29,28,26,| IT/OC Data In/Out: Bi directional data bus for moving data in/out of fhe
25,23,22, VMS115 chip.
20,18,16,
14,12,10,
8,6,4,2,
79,77,75,
73,71,69,
67,65,63,
61,59,57,
56,54,53,
51
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IPSEC Processor Interface
ORDY 91 ocC Transmit Ready: This output is used by the VMS115 to notify
the external controller that the VMS115 is ready to transmit data.
IRDY 94 ocC Receive Ready: This output is used by the VMS115 to notify t
external controller that the VMS115 is ready to receive data.
SCAN Interface
TDI 42 IT Test Data In: Test data input used to perform internal scan tesfing.
This input should be driven low when not used.
TDO 49 ocC Test Data Out: Test data output used to perform internal scaj test-
ing. This output should be driven low when not used.
TMS a7 IT Test Mode Select: Test mode select used to perform internaljscan
testing. This input should be driven low when not used.
TMODE[2:1] 95,93 Test Mode Pins: Reserved
Power/Ground/No Connect Inputs
VDDC[4:0] 17,41,48, Core Power
66,92
VSSC[4:0] 15,30,43, Core Ground
64,90
VDDP[13:0] | 3,7,11,19, Pad Power
24,39,52,
58,62,70,
74,78,84,
98
VSSP[15:0] 1,5,9,13, Pad Ground
21,27,36,
50,55,60,
68,72,76,
80,88,96
No Connects 45,46 Attach Pins to VSS

IT=Input TTL

ITS = Input TTL/Schmitt

IC = Input CMOS

IS = Input Schmitt

OC = Output CMOS
IT/OC = Input TLL and Output CMOS
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9.1 Physical Pinout Description

TMODE[2]
RxRdy
TMODE[1]
ddC

TXRdy
CMD[2]
cMD[1]
(CMD[0]

VssP VssP
DQ[16] DQ[15]
VddP VddP

DQI17] DQ[14]
VssP VssP
DQ[18] DQI13]
VddP VddP
DQ[19] DQ[12]
VssP VssP

DQ[20] DQ[11]
vddP VddP
DQ[21] DQ[10]
VssP VssP
DQ[22] DQ[9]
VssC \VddC
DQ[23] DQI8]
VvddC \VssC
DQ[24] DQ[7]
VddP VddP
DQ[29] DQ[e]
VssP VssP
DQ[26] DQ[5]
DQ[27] VddP
VvddP DQ[4]
DQ[28] DQ[3]
DQI[29] VssP
VssP DQ[2]
DQI[30] DQ[1]
DQ[31] VddP
VssC DQ[0]

Reset_L
VssP
VddP
VvddC
VssC
A[10]

No Connect
No Connect
T™MS

vddC

TDO

VssP
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10 Mechanical Drawing
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SOLDERING
Introduction to soldering surface mount packages

This text gives a very brief insight to a complex technology.
A more in-depth account of soldering ICs can be found in
our “Data Handbook IC26; Integrated Circuit Packages”
(document order number 9398 652 90011).

There is no soldering method that is ideal for all surface
mount IC packages. Wave soldering can still be used for
certain surface mount ICs, but it is not suitable for fine pitch
SMDs. In these situations reflow soldering is
recommended.

Reflow soldering

Reflow soldering requires solder paste (a suspension of
fine solder particles, flux and binding agent) to be applied
to the printed-circuit board by screen printing, stencilling or
pressure-syringe dispensing before package placement.

Several methods exist for reflowing; for example,
convection or convection/infrared heating in a conveyor
type oven. Throughput times (preheating, soldering and
cooling) vary between 100 and 200 seconds depending
on heating method.

Typical reflow peak temperatures range from

215 to 250 °C. The top-surface temperature of the
packages should preferable be kept below 220 °C for
thick/large packages, and below 235 °C for small/thin
packages.

Wave soldering

Conventional single wave soldering is not recommended
for surface mount devices (SMDs) or printed-circuit boards
with a high component density, as solder bridging and
non-wetting can present major problems.

To overcome these problems the double-wave soldering
method was specifically developed.
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If wave soldering is used the following conditions must be
observed for optimal results:

« Use a double-wave soldering method comprising a
turbulent wave with high upward pressure followed by a
smooth laminar wave.

« For packages with leads on two sides and a pitch (e):

— larger than or equal to 1.27 mm, the footprint
longitudinal axis is preferred to be parallel to the
transport direction of the printed-circuit board;

— smaller than 1.27 mm, the footprint longitudinal axis
must be parallel to the transport direction of the
printed-circuit board.

The footprint must incorporate solder thieves at the
downstream end.

« For packages with leads on four sides, the footprint must
be placed at a 45° angle to the transport direction of the
printed-circuit board. The footprint must incorporate
solder thieves downstream and at the side corners.

During placement and before soldering, the package must
be fixed with a droplet of adhesive. The adhesive can be
applied by screen printing, pin transfer or syringe
dispensing. The package can be soldered after the
adhesive is cured.

Typical dwell time is 4 seconds at 250 °C.
A mildly-activated flux will eliminate the need for removal
of corrosive residues in most applications.

Manual soldering

Fix the component by first soldering two
diagonally-opposite end leads. Use a low voltage (24 V or
less) soldering iron applied to the flat part of the lead.
Contact time must be limited to 10 seconds at up to

300 °C.

When using a dedicated tool, all other leads can be
soldered in one operation within 2 to 5 seconds between
270 and 320 °C.
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Suitability of surface mount IC packages for wave and reflow soldering methods

SOLDERING METHOD
PACKAGE
WAVE REFLOW @

BGA, LFBGA, SQFP, TFBGA not suitable suitable

HBCC, HLQFP, HSQFP, HSOP, HTQFP, HTSSOP, SMS not suitable(? suitable

PLCC®), SO, SOJ suitable suitable

LQFP, QFP, TQFP not recommended®®) | suitable

SSOP, TSSOP, VSO not recommended® | suitable

Notes

1. All surface mount (SMD) packages are moisture sensitive. Depending upon the moisture content, the maximum

temperature (with respect to time) and body size of the package, there is a risk that internal or external package
cracks may occur due to vaporization of the moisture in them (the so called popcorn effect). For details, refer to the
Drypack information in the “Data Handbook IC26; Integrated Circuit Packages,; Section: Packing Methods”.

These packages are not suitable for wave soldering as a solder joint between the printed-circuit board and heatsink
(at bottom version) can not be achieved, and as solder may stick to the heatsink (on top version).

If wave soldering is considered, then the package must be placed at a 45° angle to the solder wave direction.
The package footprint must incorporate solder thieves downstream and at the side corners.

Wave soldering is only suitable for LQFP, TQFP and QFP packages with a pitch (e) equal to or larger than 0.8 mm;
it is definitely not suitable for packages with a pitch (e) equal to or smaller than 0.65 mm.

Wave soldering is only suitable for SSOP and TSSOP packages with a pitch (e) equal to or larger than 0.65 mm; it is
definitely not suitable for packages with a pitch (e) equal to or smaller than 0.5 mm.
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DATA SHEET STATUS

PRODUCT

DATA SHEET STATUS STATUS

DEFINITIONS @

Obijective specification Development

notice.

This data sheet contains the design target or goal specifications for
product development. Specification may change in any manner without

Preliminary specification | Qualification

This data sheet contains preliminary data, and supplementary data will be
published at a later date. Philips Semiconductors reserves the right to
make changes at any time without notice in order to improve design and
supply the best possible product.

Product specification Production

This data sheet contains final specifications. Philips Semiconductors
reserves the right to make changes at any time without notice in order to
improve design and supply the best possible product.

Note

1. Please consult the most recently issued data sheet before initiating or completing a design.

DEFINITIONS

Short-form specification [0 The data in a short-form
specification is extracted from a full data sheet with the
same type number and title. For detailed information see
the relevant data sheet or data handbook.

Limiting values definition O Limiting values given are in
accordance with the Absolute Maximum Rating System
(IEC 60134). Stress above one or more of the limiting
values may cause permanent damage to the device.
These are stress ratings only and operation of the device
at these or at any other conditions above those given in the
Characteristics sections of the specification is not implied.
Exposure to limiting values for extended periods may
affect device reliability.

Application information [0 Applications that are
described herein for any of these products are for
illustrative purposes only. Philips Semiconductors make
no representation or warranty that such applications will be
suitable for the specified use without further testing or
modification.
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DISCLAIMERS

Life support applications [0 These products are not
designed for use in life support appliances, devices, or
systems where malfunction of these products can
reasonably be expected to result in personal injury. Philips
Semiconductors customers using or selling these products
for use in such applications do so at their own risk and
agree to fully indemnify Philips Semiconductors for any
damages resulting from such application.

Right to make changes [ Philips Semiconductors
reserves the right to make changes, without notice, in the
products, including circuits, standard cells, and/or
software, described or contained herein in order to
improve design and/or performance. Philips
Semiconductors assumes no responsibility or liability for
the use of any of these products, conveys no licence or title
under any patent, copyright, or mask work right to these
products, and makes no representations or warranties that
these products are free from patent, copyright, or mask
work right infringement, unless otherwise specified.
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